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« Internet was never designed to be secure »
(Bernard Barbier, technical director of the DGSE, L'Usine nouvelle, 12th of July, 2010)
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* Introduction : words to describe cyber

At the threshold of the analytical work which we are undertaking for the Saint-Cyr,
Sogeti, Thales, cybersecurity and cyber-defense chair, it is essential that we precisely define
the challenge here addressed, cyberspace, as much for reasons of proper method as because
this reality is particularly complex and misidentified. It can be assessed in many ways, and this
point could in fact be the object of a separate study, though this is beside our point. We must
therefore opt for a broad and plastic approach.
- Cyberspace is often described as a system of systems and/or a network of
information systems. This approach is correct because it explains the very peculiar
architecture of this reality (which is, however, not unique, strictly from this point of view), but
it says too little about its nature. Systems of systems, albeit more makeshift and local, preexisted the Internet and cyberspace. And this one is undoubtedly new, in its very nature.
Some State definitions may provide a starting point, allowing for better assessment of
cyberspace’s originality. For instance, one can read in the National Military Strategy for
Cyberspace Operations of the United States of 2006, the following definition: « *…+ an
operational domain characterized by the use of electronics and the electromagnetic spectrum
to create, store, modify and exchange information via networked information systems and
associated physical infrastructures »1. This approach has the merit of a direct approach to the
reality of cyber, which is made of signals carrying information within operational reach.
It is now established that cyberspace would make for a new area.
The approach, in terms of « space », pertains to geography. Now, undoubtedly, the cybernetic
network points to a spatial dimension. Indeed, the network’s infrastructures occupy
geographic space (albeit limited) – submarine cables, servers, routers, data center, terminals,
peripheral equipment, connected objects and satellites, which account for all of cyber’s
hardware – and one could add that infrastructures cover geography on a world scale, but the
geographic analogy isn’t very heuristic because it overlooks the contents and the informational
dimension. However, there is a geography to cyberspace2 in the figurative sense of the word,
in the sense of geopolitics formed by balance of powers between cyber-players which can
occupy various spaces.
- Additionally, cyberspace is often described as a « fifth dimension », having appeared
after the earth, seas, air and space. It is accurate that a large part of cyber is immaterial and
intangible; moreover, digital data is both in flow and stock; it is ubiquitous, permanently
circulating: these characteristic defy the physical realities of the other dimensions. Cyber
1

. Quoted in: Daniel T. Kuehl, “From Cyberspace to Cyberpower: Defining the Problem”, in :
Franklin D. Kramer, Stuart H. Starr, Larry Wentz (dir.), Cyberpower and National Security,
Washington, National Defense University Press, 2009, p. 27.
2
. Cf. “Cyberespace: enjeux géopolitiques”, Hérodote, 1er-2e trimestre 2014, n° 152-153, 312 p.
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nonetheless possesses some of their characteristics and therefore the idea that this other
dimension is entirely new isn’t really satisfactory, and neither is the usual approach in three
layers (physical, logical, semantic).
- So as go beyond the incomplete characteristics of the notions of « space » and
« dimension » (Kempf, 2012), we will use the term « cyber-environment » in the following
pages, which is for us simultaneously spatial and geographic, electro-magnetic, informational
and socio-political, the latter being too often neglected, despite its holding one of the decisive
aspects of what makes its strategic horizon. This environment is also a strategic area per se, as
it holds what constitutes strategic material: cyber is the data repository which economic
players have taken hold of, as have States and individuals, for economic reasons, security
reasons, but also simply to communicate.
Finally, cyber fits entirely within what Manuel Castells called, back in 1998, at the
beginning of the Internet’s great expansion, “the paradigm of information technology” 3. It
holds five characteristics:
- Information technologies act upon what their raw material is, thus dissipating
the concept of technical neutrality
- The effects of new technologies are omnipresent.
- They form and deploy within a “network logic”
- They are particularly flexible
- The converge within a single information system
Cyberspace sums up within itself everything which constitutes the paradigm. One could even
go further than Castells did and consider that, from now on, cyber is the dominant information
technology and, at the same time, the main information environment, which was not the case
when Société en Réseaux was written.

3

. Manuel Castells, La Société en réseaux. L'ère de l'information, volume 1, Paris, Fayard, 1998, p. 100-108.
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* Study question presentation

The object of this study is a critical and prospective analysis of the governance
challenges within cyber with a focus on the cybersecurity dimension. It aims mainly at helping
define a strategic dimension for State and private players in what we have chosen to call the
cyber-environment (see above).
Studies and expertise reports often lean towards the State players’ point of view or
situation, or that of the private players, namely digital economic players. Cyber Strategy often
privilege security players4 (defense, police, “critical infrastructure” protection) by trying to
develop military strategy intuitions by applying them to “cyberspace”: this has led to very solid
work, namely in France (Kempf, 2012). We can also quote a more theoretical reflection within
research work and pertaining to a security perspective (Ventre, 2014).
So as not to overlap with these reference works, we chose a different, panoramic,
approach which enables the assembly within a single analysis of State and private players, by
carefully taking account of their specificities, but considering the way they are often
confronted to similar challenges. The two main player categories keep in fact within the
cyber-environment but with different objectives and varying constraints, while using means
which are often rather similar (or even identical, technically speaking). We will therefore
resort to « comprehensive analysis », here, which is to say a global and transverse approach,
placing technological back in their socio-political environment. As we will demonstrate, cyber
being deep down a socio-technical reality, it seems all the more natural to proceed in such a
manner. Our work will be completed with a prospective approach (4th part of the study), using
the British “horizon scanning” method. Moreover, we will use throughout this work the classic
distinction from 2010 of the 3-layer cyber-environment.

4

. Within this study, the term will be used in a completely neutral fashion.
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* Executive Summary :

The object of this study is a critical and prospective analysis of governance challenges
within cyber’s three layers, with a specific focus on the cybersecurity dimension.
* It aims at helping define a strategic horizon for State and private players.
* We have chosen here a comprehensive analysis, enabling us to consider both State
and private players within a single analysis and re-locating the cybersecurity problem and the
various forms of governance, in their economic and norming environment.
* The strategic horizon fixed within this study relies on the identification of 2 longlasting and sustainable characteristics, of 10 invariants and of 5 uncertainty factors, which
enable the building of 3 scenarios. The entire work hinges on 20 spreadsheets, graphs and
maps.
1.
2.
3.
4.

* It is built in 4 parts:
The progressive construction of cyberspace by its structures and uses.
The current state of the cyber-environment
A cyber-environment made of multiple uncertainties
The strategic horizon: futures with variable geometries.

* Despite the tardy arrival of States in the cyber-environment which wasn’t designed for them,
multiple balkanizations are in progress. This characteristic explains the importance of multistakeholder governance, which is quite dominant in the environment. The latter is weakly
regulated, with the predominance of technical soft law over hard law. In the end, we observe
relatively strong governance in the logic and physical layers, and very weak governance in the
semantic layer. From this point of view, Europe is an isolate, favorable to web users, but also
an area of numerous legal constraints to digital economic entities. The environment is marked
by very antagonistic views between large and medium powers over what tomorrow’s
cyberspace should be.
* For State and non-State players, implementing a strategy within cyber implies
understanding:
- (1) The transvers nature of the environment, because cyber permeates everything, and not
limit one’s views to its most visible aspect which is the informational aspect;
- (2) the characteristics and the underpinnings of multi-stakeholder governance where private
and public players must bear in mind their specific characteristics and constraints;
- (3) the ideology at play in the global network, used to mobilize various players;
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- (4) the socio-political component of the cyber-environment which has large effects, be it on
the technological or economic level.
* In fact, cyber is not autonomous from other strategic aspects. The cyber-environment
pertains to a global approach on the strategy. Economic and State entities confront each other
in the cyber-environment, within their global balance of powers. This particular environment
has become a privileged battlefield: it is especially attractive because it enables creating
damage and disruption in a discrete way, with no possible attribution. From this point of view,
one could consider that the cyber-environment is nowadays the largest field of indirect
confrontation. Non-attribution fosters indirect strategies for all players who have reached a
certain (yet low) threshold of technological command. The development of the cyberenvironment is, in a certain way, an equalizing power factor.
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1. The progressive building of cyberspace by its structure and its uses

1.1. The two ages of the cyber sphere

So as to establish a strategic horizon in the cyber-environment, it is important to
understand that cyberspace holds a public dimension which is the area of use by web users
and another dimension, less public (but not entirely closed) which creates and administers the
three layers. It is what we could call the cyber-environment’s management area and which we
will, for practical reasons, call the “cyber sphere”.
1.1.1. Bottom-up technical structures
With the extension of the United States’ digital network to the rest of the world at the
junction of the 1980s and the 1990s, the community of computer network professionals and
telecommunications specialists adopted international technical and operational organizations
which were tasked with – and still are – developing the global Internet. Four organizations
which can be grouped by nature in three sets are at the heart of the network, ensuring
development for the physical layer and even more so for the logic layer. They form the heart
of the cyber sphere. Three organization were mostly created in the United States5, but
intended for abroad, while some opted for an international structure in the 1990s.
- The first set is formed by two organizations, the IETF and the ISOC. The IETF (Internet
Engineering Task Force) was created in 1986 to develop Internet protocols. It is divided in over
100 workgroups, active in 7 domains (Applications area, General area, Internet area,
Operations and Management area, Routing area, Security area, Transport area)6. Only physical
people can partake, temporarily or not. Juristic people and company members can participate,
but only in their own name. There is no affiliation to the IETF. The modus operandi is the
establishment through collaborative processes of “Request for comments” (RFC), which
amounted to 5000 in 20117. RFCs enable the core of cyberspace to function, nowadays. The
Internet Architecture Board (IAB) is one of the most important committees within the IETF
because it leads a prospective reflection upon the architecture of the network of networks.
Moreover, the IETF can rely upon an American association
5

. « We own the Internet. We created it, developed it, and honed it to a level that they
[European countries] cannot compete with us » is a phrase often quoted and attributed to B.
Obama. We have not been able to ascertain it.
6
. https://www.ietf.org/iesg/area.html
7
. Christopher T. Mardsen, Internet Co-Regulation. European Law, Regulatory Governance and
Legitimacy in Cyberspace, Cambridge, Cambridge University Press, 2011, p. 105.
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with international purpose, created in 1992, the ISOC (Internet Society). Its purpose is to raise
funds for the IETF, to which it gives a judicial structure and, beyond this very important role,
promotes the founding principles of the Internet (cf. infra at 1.2). It is the ISOC which
publishes the RFCs of the IETF.
- The second set is tasked with developing protocols and fostering the creation of software
adapted to use on the Web and for the Web, and more generally all the Web’s standards: the
organization was created in 1994, the World Wide Web Consortium (W3C). The W3C is a
non-profit organization which employs juristic people from all origins (businessmen, scholars,
university professors…): it counted 394 members in the summer of 20158.
- Finally comes the third set, the Internet Corporation for Assigned Names and
Numbers (ICANN), created in 1998, which has several operational functions: running the
identification system (domain names and IP addresses) and the DNS root servers management.
It is a Californian-registered association which has signed an MOU with the Federal Trade
Commission. The association has taken a strong international turn and, since 2010, American
representatives are no longer in majority. One year after the creation of the ICANN, the
association decided to create the Governmental Advisory Committee (GAC) so as to allow, in a
multi-stakeholder spirit, the representation of States. In the summer of 2015, there were 150
members and 32 observers within the GAC, which is a purely advisory committee9, but whose
importance has steadily grown since its creation in 1999. In theory, the ICANN manages the 5
Regional Internet Registries (RIR) in the world: the RIPE-NCC (“Réseaux IP Européens”- in
French in the text – for Europe and the Middle-East), the ARIN (American Registry for Internet
Numbers for North America), the APNIC (Asia Pacific Network Information Center), the LACNIC
(Latin American and Caribbean Network Information Centre for Latin America and the
Carribean), and finally the Afri.NIC (African Network Information Center).
The four organizations we have just listed are historically the first to have appeared
and they gave birth to the Internet. Located out of the business sector, they enable, still
today, the daily operation of the Internet and cyberspace. They all appeared spontaneously, in
a bottom-up fashion, and kept tight bonds with each other. They are the nerve center of the
cyber sphere, and we will name them henceforth the “cyber sphere core » (CC).

8

. http://www.w3.org/Consortium/Member/List [18/07/2015]
. https://gacweb.icann.org/display/gacweb/About+The+GAC [18/07/2015]

9
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Graph 1 : the organizations and institutions within the Cyber sphere
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1.1.2. The UN intervention: the rise of the Internet governance issue.
Until the beginning of the year 2000s, the cyber sphere was limited to what we saw in
1.1.1, i.e. technical bottom-up structures. In the following decade, the United Nations engaged
firmly into accompanying the Internet’s development, and contributed to two phases (see
graph nr. 2, below) of the cyber sphere’s transformation.
It is one of the UN’s specialized organizations, the International Telecommunications
Union (UTI-ITU), which led this transformation. At the beginning of the decade, the ITU was
one of the world’s oldest international organizations,
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Founded in 1865, at the beginning of submarine cables and international electric telegraphs. It
was a forum for all technical questions raised by telecommunications and was, de facto, tasked
with attributing frequencies and fixing satellite orbits. The ITU seized the opportunity of the
commercial Internet’s emergence in the middle of the 1990s and of its UN-agency status to
organize, in a first phase (2003-2005), the two world summits which placed the question of
Internet’s governance into the agenda. This ITU policy had as a background the “information
society” development theme. The UN therefore tasked the ITU with organizing the two “world
summits for the Information Society” (SMSI-WSIS)10. The first was held on December 10 and
12, 2003, in Geneva, and gathered 175 member States of the ITU. A “declaration of principle”,
listing 67 points, and an “action plan” were adopted at the end of the summit. For the first
time, the Internet was dubbed a “global facility available to the public” (point 48 of the
declaration of principles). The question of the Internet’s governance was broached in this
same passage: “the international management of the Internet should be multilateral,
transparent and democratic, with the full involvement of governments, the private sector, civil
society and international organizations”. One can guess the potential rupture this declaration
could represent, compared to the small technical cyber sphere, which stood alone at the time.
The signatories then invited the UN to create a workgroup on the Internet’s governance. The
United Nation Secretary General created a Working Group on Internet Governance (WGIG)
which immediately got to work, identifying the 4 following “policy areas” : “infrastructure and
the management of critical Internet resources”, “Internet governance”, “intellectual property
rights”, “international trade” and « development and capacity building ». The ITU assisted the
WGIG’s work, which, de facto, prepared the second SMSI-WSIS, held in Tunis from November
16th to 18th, 2005. 174 countries were represented at this meeting. Confirming the lineaments
established in Geneva, its main result was the signature of a “Tunis roadmap for the
information society”, containing 122 points. Points 29 to 82 pertained to the Internet’s
governance11.
The second phase (cf. graph 2, below) of the cyber sphere’s transformation started in
2006 and is still currently in progress. It is marked, now that the intellectual foundations have
been laid during the two SMSI-WSIS, by the creation of an organization dedicated to
governance and by the multiplication of international meetings and summits around the
theme of the cyber-environment (cf. graph 2). In February and March of 2006, two
negotiation sessions were held in Geneva and led to the announcement on July 18th, 2006, by
the United Nations Secretary general, of the creation of the

10

. The detailed overview of the sources, with accurate references to the fundamental texts we
are quoting, can be found at the end the document.
11
. This point will be further examined below, in 3.3.
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Internet Governance Forum (IGF), a structure specialized in debating the Internet’s
Governance. The IGF fully belongs to the multi-stakeholder philosophy, one of its advisory
committees being the « Multi-stakeholder Advisory Group » (MAG), composed of 55 members
in the summer of 201512. The MAG gathers several times per year and also prepared the
annual IGF summit, which promotes a particular topic at each edition.
Thus, the 2000s decade saw the ITU rise, through the IGF implementation, then
through the animation of debates around the subject of governance (see below in 2.3 and 3.3).
However, the ITU was weakened by its own roadmap, which is the International
Telecommunication Regulations (RTI), which goes back to 1988, and is ill-adapted to the
Internet era. In order to adapt these stiff regulations, the ITU organized in Dubai, on
December 3rd to 14th, 2012, a summit (named International Telecommunications global
conference”) which aimed at revising the 1988 RTI, but kept a secret agenda, that of the
Internet’s governance. Of the 193 member-States of the ITU, 151 took part to the meeting.
The summit ended in failure for the ITU and highlighted how the States’ views of the Internet’s
future had set into antagonistic positions. The United States, with a 120-strong delegation
(with the expected presence of Facebook and Google) was, and still is, very hostile to the ITU,
whose wish to extend its field of competence towards the Internet it contests. Europeans
have chosen a rather similar position, whereas China and Russia, which are more cautious
towards the multi-stakeholder approach on the Internet, appreciate the ITU in which, despite
700 private telecommunications companies being represented, the States have predominating
actions and are the only ones to vote. On the 151 represented countries, 55, including the
United States, most of the EU’s countries (France included) refused to sign the conference’s
final resolution, which obtained Russian and Chinese support, and which aimed at increasing
the ITU’s role in the Internet’s governance.

12

. http://www.intgovforum.org/cms/component/content/article?id=2102:mag-2015
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2005 : 2nd WSIS (Tunis)
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2006 : creation of the Internet Governance Forum (IGF) by the
UN + 1st WSIS cluster

2006

2007 : 2nd WSIS cluster + 2nd IGF (“Internet Governance for
Development”)

2007

2008 :3rd WSIS cluster + 3e IGF (“Internet for All”) + “PanEuropean dialogue on Internet governance” (EuroDIG)

2008

2009 : WSIS 2009 Forum + 4th IGF (“Internet Governance
– Creating Opportunities for All”) + 2e EuroDIG
2010 : WSIS 2010 Forum + 5th IGF (“2010 – developing the
future together”) + 3e EuroDIG
2011 : WSIS 2011 Forum + 6th IGF (“Internet as a catalyst for
change: access, development, freedoms and innovation”) +
1st « e-G8 » in Deauville + 4e EuroDIG + OSCE Conference on
a Comprehensive Approach to Cybersecurity
th
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Graph 2 : conferences, meetings and
international summits on the Internet (20032015)
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2012 : WSIS 2012 Forum + 7 IGF (“Internet Governance for Sustainable
Human, Economic and Social Development”) + ITU organizes in Dubaï a
conference to revise International Telecommunications Regulations +
th
5 EuroDIG + London Conference on Cyberspace

2013 : WSIS 2013 Forum + 8th IGF (“Building Bridges - Enhancing
Multistakeholder Cooperation for Growth and
Sustainable Development”) + 6th EuroDIG

2013

2014
2014 : WSIS+10 2014 Forum + « NetMundial » conference organized
th
by Brazil in Sao Paulo + 9 IGF (“Connecting Continents for Enhanced
th
Multistakeholder Internet Governance”) + 7 EuroDIG

2015

2015 : WSIS 2015 Forum + 10th IGF (“Evolution of Internet
Governance: Empowering Sustainable Development”) + 8th
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1.1.3. Influence games and tension points in and around the cyber sphere
During the second phase, which we think still applies to the current situation, outside
organizations have attempted to influence the cyber-environment. We shall not ponder upon
the role of the ITU, which we have just mentioned and whose particularly ambitious aim was
to impose itself in a top-down fashion, through various States, on the question of governance.
Five other organizations successfully try to play a partial role in the cyber sphere.
Graph 3 : outside organizations and institutions influencing the cybersphere

1865 : ITU
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1947 : ISO
1961 : OECD
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1970 : WIPO
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1995 : WTO
1995

These various organizations have capacities for influence, yet in appearance more
limited than that of the ITU. They do have, however, a real action capacity, mainly through the
production of standards, norms and certifications (see spreadsheet 1, below) – soft law –
which don’t apply exclusively to cyber, but which remain nonetheless very important. The role
of organizations whose action impacts norms isn’t only to maintain quality levels, but also to
contribute, especially directly, to interoperability, which a central element of networks (see
below, in 1.2).
Unlike the cyber sphere’s nerve center, what we called the “cyber sphere core” (CC) in
the synthetic graph nr. 4, these organizations were pre-existent, in their quasi-totality.
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These are specialized international organizations (IEC, ISO, WIPO) or transverse ones (OECD,
WTO) which have an international organization status.
Spreadsheet 1: role of the organizations and institutions influencing the Cybersphere
Member
States in
2015
ITU

International
Telecommunication

193

Union

IEC

ISO

OECD

International
Electro technical
Commission
International
Standardization
Organization

Organization for
Economic Co-operation and
Development

83

Cyber-digital role.

- Norm production
(«ITU-T Recommendations »)
- Infrastructure development in
developing countries (through the
“ITU-D”)
-Good practice promotion, including
in cybersecurity
- Electric and electronic semantic
normalization
- Electric and electronic normalization

165

34

- Security and cybersecurity
normalization

- Good practice promotion for
cybersecurity, economic
development and social well-being.

- Debating in favor of fiscal
harmonization in the digital sector

WIPO

WTO

World Intellectual Property
Organization

World Trade
Organization

188

161

- Defining intellectual property rights
(1996 treaties)
- ICT Patent registrations
- Intellectual property rights
definition
(TRIPS- ADPIC, 1994)

Judging from their effects, these different organizations/institutions must be ranked.
They have uneven influence on the cyber sphere.
- Since Dubai, many analysts consider that the ITU, attached to a predominance of the
States, more favorable to classic multilateral operations than to governance, is ill-adapted to
and inadequate for the cyber-environment. The United States and some of the European
Union countries would like to limit its role to orbit, satellite channel and frequency attribution
and, more generally,
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to its purpose of telephone
infrastructure development. Indeed, this has been its main task
since the end of the 19th century, but this overlooks the range of its skills in the cyber sphere,
in which its action cannot be considered negligible.
It plays a discrete normative part, known only to specialists. In the summer of 2015, it had
developed over 4000 norms in the telecommunications field13: those ranked in the Y-series of
the ITU are specific to cyber and the Internet, but series X pertain to the same field.
Nonetheless, the ITU is considered marginal with regards to what we will name here the “cyber
sphere core”: there is a relationship with the IETF and W3C, but they are strained, according to
the secretary general of the ITU14 himself.
- The International Electro-technical Commission (IEC) has the same norming role in
the field of electric and electronic norming equipment which make for a crucial part of
computers and routers, as fundamental elements of the cyber-environment’s physical layer. Of
the IEC’s15 97 technical committees, tens of them pertain to components indispensable to the
cyber-environment.
- The International Standardization Organization (ISO) is also important insofar as
many industrial and service processes require its certification. Currently, one fifth of the
approximately 20 000 ISO international norms pertain to information and communication
technologies16, namely in security/safety, though not exclusively (see below in 3.2).
- Finally, the World Intellectual Property Organization (OMPI-WIPO) and the OMCWTO also take part to the influence on the cyber sphere, insofar as they set the legal frame for
intellectual property patents. Within the former organization, one third of the registered
patents lies within the ICT17 sector.

Moreover, the OMC-WTO crept, from its start, into the WIPO’s field, with the authorization
of the WIPO, through the 1994 TRIPS-ADPIC agreement, which places a part of intellectual
property law within the scope of the OMC-WTO.

13

. http://www.itu.int/fr/ITU-T/publications/Pages/recs.aspx
. Interveiw between the author and Dr Hamadoun Touré, secretary general to the UIT, March
17, 2014.
15
. http://www.iec.ch/dyn/www/f?p=103:6:0##ref=menu
16
. David Fayon, Géopolitique de l'Internet: Qui gouverne le monde ?, Paris, Ecomonica, 2013, p.
194.
17
. OECD, “The digital economy today”, in OECD, Measuring the Digital Economy: A New
Perspective, OECD Publishing, Paris, p. 35.
14
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Graph 4: influence balances in and around the Cybersphere © Sébastien-Yves Laurent
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Graph 4 synthesizes in a simplified way the balance of powers at play, nowadays,
around the cyber sphere. The « Cyber sphere core » (CC) emerged at the turn between the
1980s and the 1990s, independently from the national and international organizations and
administrations of the time.
A question stands with regards to the CC: what is its
independence? It can be re-phrased: how intense is the bond with the United States which
saw the four organizations appear and grow? In March of 2014, the United States announced
they were going to renounce their control of the IANA function within the ICANN, a function
less symbolic than it seems. The process is still underway and must be voted by Congress,
which is no small obstacle. The United States have stated two specific conditions to this
transfer: IANA administration cannot fall under control of one single State, or under the UN’s…
But the United States’ link to CC doesn’t lie only in the IANA function. In-depth research,
aiming at quantifying the American influence within the IETF, the ISOC and the W3C, would be
necessary to go further.
As we showed in the previous graph, the cyber-environment was profoundly altered in
the past decade under the effect of: (1) the appearance of large economic digital players,
starting with platforms, (2) State involvement, (3) UN involvement, and finally (4) the strong
interest in cyber from certain international organizations. Economic players have transformed
the cyber-environment by polarizing ever more a system designed around a decentralized
architecture, and creating nothing but verticality. What is more, by playing the system’s
participative dimension, they have invested into operational organizations and cyber sphere
core forums, so as to promote their interests and lean towards their objectives. The –tardyinvolvement of the States (see below, in 2.5) also transformed the cyber sphere even if the
environment remains feebly regulated (see below in 3.2). Here, States not only play the game
of law but also have power and influence leverage. The effects of the UN’s barging in directly
(Organization of the SMSI-WSIS) and indirectly (through the ITU) must not be overestimated.
The creation of the IGF didn’t have the intended effect: it became, in fact, an additional global
forum, albeit specialized in cyber governance, but with no authority on the matter and no
binding or even normative capacity, including in terms of soft law. The real cyber governance
happens outside the IGF. However, international organizations have a more discrete but also
more effective, mostly through soft law and on the logic layer. It is to this political reality that
the ideology specific to the cyber-environment must be confronted.
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1.2. The mobilization power of the Internet’s fundamental principles

One of cyberspace’s most surprising characteristics, today, considering its centrality, is
its non-institutional origin. By non-institutional, we mean the fact that it wasn’t created
through consensus, by the decision of an international organization (OIT) or of States. It is the
result of discrete developments within the United States (see below in 2.4) which led to the
creation of a major environment for physical people’s and business’ everyday life. In the same
way, it was not the subject of theorization and development: it is an environment created by a
few engineers and developers (mostly, though not exclusively located within the United States)
who agreed upon common technical principles in the logic layer, on the basis of the elements
which were available to them, at the time, in the physical layer. They never thought of laying
rules within the semantic level: it can therefore be considered that the cyber-environment was
designed, so to speak, negatively, in an anomic perspective. In the famous words of law
specialist Lawrence Lessig, in 2000 for the Harvard Magazine: “code is law”. This characteristic
has great magnitude nowadays, and one could even consider that current challenges
pertaining to surveillance, freedom of speech, data property, intellectual property, etc., all of
which are further examined in the 4th part, are the direct consequence of the network’s
exclusively technical nature for several decades. The absence of cyberspace theorization isn’t
explained solely by the fact it was thought out and built by engineers, but also because the
multiple collective players which nursed its development (army-originating or libertarian
engineers, university professionals) (Cardon, 2010) had different interests and ideologies.
Finally, the logic and physical layers were a smaller cyberspace common denominator, but also
its sole horizon until a certain number of States and institutions in the 2000 decade took the
time to fix rules and norms in the semantic layer (see below in 3.2).
If the environment wasn’t theorized in the sense in which written norms and rules
would presumably enable regulating its use, it was thought out insofar as common founding
principles were casually defined by the various players stated above. Despite the arrival of
large content suppliers which deeply transformed the cyber-environment, customary
principles remained important, to the point that the ILO, States and large economic players still
refer to them regularly, even though some of their practice effectively negate them, when they
don’t outright negate them… Most of these principles were maintained during the two SMSIWSIS of 2003 and 2005 (see above in 1.2).
The importance of four large fundamental principles can be thus observed:
(FP) :
- The first one points to the Internet’s fundamental characteristic: this network was
designed to be free and open.
All of the
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users must be able to access it with no restriction, and have the possibility to contribute to its
development. This bears many consequences and namely the fact that their appears to be no
ownership of the network, in the logic and semantic layers: all the users are able to extend and
modify it, as long as they use protocols and RFCs developed by technical organizations.

- On the other hand, the interoperability is a major FP, and a technical consequence
of the network’s open character. All the users may develop subdivisions and extensions to the
network of networks, provided that they fit into the global architecture, and that they use the
adequate protocol. The Internet’s architecture from yesterday, cyberspace’s today, are
characterized by their decentralization.
- The first two FP are not discriminating, by which all users can operate the Internet
and develop it. In other words, physical and juristic people, public and private players are all
entitled to intervene. As a consequence, the global operating of the Internet hinges on a
multi-stakeholder frame, which dispenses with States, historical dominators in the
international system.
- Finally, the fourth and last FP is the notion of “net neutrality” (NN), presented by Tim
Wu in 200318. According to this principle, all the users, be they physical or juristic people must
have access to an equal quantity of data and content. Internet Service Providers (ISP) are
unable to differentiate users so as to select what they have access to, be it in quantity
(volume) or in quality (content). It is important to point out that, in the United States on
February 26th, 2015, the Federal Communications Commission (FCC) adopted the principle of
Net neutrality against the will of many of the country’s digital players (while recognizing the
network as a “public utility”).
The effects of the FPs on economic players and States can be synthesized in the
simplified spreadsheet below.
Spreadsheet 2: Internet’s fundamental principle’s effects on the market and States
FP
Freedom of access and
Open-ness

Effects on the market
Liberalization

Effects on States
Inability to control access

Difficulty and increased cost to
Structure costs reduction and develop “sovereign”
simplification
structures/architectures

Interoperability

multi-stakeholder frame

Increased influence

International influence
depletion

net neutrality

ISP price limitation

Difficulty to control contents

18

. Tim Wu, « Network Neutrality, Broadband Discrimination », Journal of Telecommunications
and High Technology Law, vol. 2, 2003, p. 141-178 and a solid critical study on this notion et:
Francesca
Musiani, “Neutralité de l'Internet : dépasser les scandales”, Politique étrangère, Winter of 2014-4, p. 57-68.
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As we can see above, the fundamental principles of the cyber-environment have
diametrically opposed consequences from the market’s point of view on the one hand, and
from the State’s on the other. This is easily explained by the fact that FP values are
fundamentally liberal. The libertarian dimension of some of them connects, through its
consequences, with the liberal dimension. The (unsaid) way of thought of the Internet is more
or less that of the States’. Undoubtedly, the States are not part of the players which can fit the
most easily into cyberspace (see this point discussed below, in 2.5), into which they tardily
arrived, which is to say recently.
The effects of the FPs must however be seriously mitigated. In many democratic
States, regulations enable the freedom of speech and fix limits within cyberspace, by
transposing pre-existing rules. Non-democratic States (China or Iran…) have consented to the
expense of developing “sovereign Internets” which they are able to control. Finally, NN is still
very theoretical. It is acknowledged by law only in a few countries (Chili, Peru, Netherlands
and Slovenia). In appearance, this FP tends to be recognized in the Western world. In the
beginning of April 2014, the European Parliament adopted regulation 47-0190/2014,
prescribing Net Neutrality (NN), but it will have no immediate and concrete effects until the
counsel or commission puts it in application. During the Dubai conference (see above in 1.2),
some content suppliers clearly showed hostility to NN.

1.3. The rise of conflicts in the cyber-environment

The cyber-environment wasn’t spared from conflicts for very long. The first computer
network hack occurred in 1978 in the United States. Six years later in Germany, the Chaos
Computer Club successfully attacked a Deutsche Bundespost server, called the Bildschirmtext,
stealing DM 134 000 in the process. As for the first identified virus, it seems to date back to
1988, when a worm was discovered in the United States, after having infected 10% of the
60 000 computers which were then connected to the Internet (De Nardis, 2014). Nowadays,
varied and numerous attacks occur daily on the Internet: it is a common place for delinquency,
criminality and confrontations of all shapes and sizes which individuals, juristic people and
States suffer every day. These victim types are also their equivalents in the cyber-criminal
player side, in the broad sense of the term.
For clarity’s sake, we will use the term “cyber-aggression” which will cover a large
spectrum, ranging from individual delinquency to massive attacks launched by States or
criminal organizations. The trend became internationally considerable
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at the beginning of the 2000s19. So as to provide a few landmarks, one can refer to the
typology established by analyst Myriam Dunn Caveltyn from the Center for Security studies in
Zurich in 2010. She distinguished five main types of attacks: cyber-hacktivism, cyber-crime,
cyber-espionage, cyber-terrorism and finally cyber-war. As in all taxonomies, it is the subject
for debate, insofar, for instance, as cyber-espionage and cyber-terrorism are covered by cybercrime, in the same was as cyber-hacktivism could find its way into a broad category of crime.
Finally, the notion of cyber-war can be debated (Ventre, 2014) or replaced in a larger notion of
cyber-conflicts. As for cyber-terrorism, it is per se a problematic notion, as terrorist actions
within the cyber-environment seem to us no different from those of hacking. Regardless, we
will keep the term cyber-aggression as it encompasses all the phenomena described by Dunn
Cavelty. From a more general point of view, it would be possible to build finer categories,
distinguishing four levels: the author, the method, the victim or target, the effects, but that is
beside our point.
It remains, to this day, that the share of cyber-crime which cannot be properly
measured (see below) seems, by far, to be the most common and frequent within the cyberenvironment, namely when it targets individuals. A simple definition can be given, with a legal
background: “cyber-crime covers all of the legal violations likely to be committed on or
through a computerized system, generally connected to a network”20. This clear perspective is
included in the French framework of criminal law and, of course, applies only to it. It must be
added that this type of crime is not very kinetic, if at all. This means that it targets mostly the
informational capital of physical or juristic people, which translates, in French law, into image
damaging, reputation harming or the victim’s identity theft. Another cyber-crime peculiarity
lies in its often being cross-border (we will ponder upon this point in 3.2) which, beyond the
major problem of attribution, strongly impedes the law’s capacity to pursue. According to
Gendarmerie colonel Eric Freyssinet, a “real criminal ecosystem around the digital world has
developed”21. Cyber-aggressions are no longer isolated events or the act of criminals or
offenders who use the Internet to commit their infringements, but relatively classic criminal
organizations have now specialized in order to act exclusively within this environment or, at
least, to make it the main source of their profits. The development of such practices owes as
much to the arrival of this “criminal eco-system” as it does to security weakening, regarding
infringements from criminal groups as well as from States. According to a study from Skyhigh
networks going back to August 2014
19

. Eric Freyssinet, La Cybercriminalité en mouvement, Paris, Hermès Science Publication,
“Management et informatique”, 2012, p. 21.
20
. Myriam Quéméner et Joël Ferry, Cybercriminalité : défi mondial, Paris, Economica, 2009, p. 2.
21
. Eric Freyssinet, La Cybercriminalité en mouvement, Paris, Hermès Science Publication,
“Management et informatique”, 2012, p. 15.
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covering 2100 businesses which store their data off-premise, less than 1% respected the dataprotection system which the EU is currently developing, less than 12% encrypted their data,
and 72% of “European” clouds actually stored their data in the United States. One question
stands: how common are cyber-aggressions? If any person, physical or juristic, has had the
experience, we lack a reliable assessment, or even a ballpark figure. Regularly, assessments
are disclosed publicly, but they are the work of private cyber-security solution firms, such as
Kaspersky, McAfee or Cisco, namely. One can legitimately suspect that observations might be
padded, in time and in space.
Cyber-aggressions carried out by States pose specific problems. The cyberenvironment blurs the fundamental distinction between war-time and peace-time. This makes
distinguishing cyber-crime from cyber-war difficult. The core of the problem in attributing an
attack to a perpetrator (be it a State or not) makes the question even more complex. It
remains that States resort to computer attacks to solve some of their contention points.
According to a study which covered a little more than a decade, since 2001, and 124
neighboring States, 20 States resorted to digital conflict over the span of 95 conflicts
(Valeriano and Maness, 2013). This gives a view of how intense militarization of cybernetic
State structures is (see below in 2.4). It also gives an indication of the banalization of
cybernetic conflicts, which seems to have become a classic conflict tool.
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2. The current state of the cyber-environment

Cyber is a field of force: it is the result of respective positions and actions of State and
non-State players, carried out within the cyber-environment. So as to clear the strategyaiming horizons, it is central to assess this environment’s main force lines.

2.1. Multiple balkanizations

The term « balkanization » is nowadays commonly used to describe the global
network’s drifting towards an increasingly fragmented type of structure. This de-structuration,
characterized by the fencing off of various regional/national networks, is very far from the
original aim of those who, in the 1990s, had thought out a global and united Internet, crossing
political, legal and linguistic borders to create a genuinely global network (see above in 1.2).

2.1.1. The ambiguities of the united Internet vision
This vision relied on an architecture composed solely of flows which had, among
others, as consequence (if not as objectives22) the devitalization of all that depended upon
vertical and centralized State structures. It remains nonetheless alive, not only amongst
pioneers, but also with thinly-linked economic players, mainly in the United States (see below
in 2.4), and non-governmental players, particularly with activists who don’t share, far from it,
the English-speaking sphere’s vision. It is important to understand the nuances of a “united”
Internet and not caricature it. In fact, the Internet, and then cyberspace, were designed as
network systems which collective players (libertarians, engineers, security professionals and
then businessmen) with different interests and ideologies entered with different aims and
which they developed, while maintaining minimal interoperability thanks to ad hoc technical
governance organizations (see above in 1.1), composing the original cyber-sphere.
In the end, there is real balkanization in 2015: just like pure and perfect competition
from the neo-classical theory which exists solely in the economic mind, the united Internet,
open and neutral, exists only in the ethereal world of ideas and in fact plays a real ideal-typical
role. It pertains to the Internet of origins, from the 1990s, fulfilled today. It must be added
that this Internet

22

. This central question, unfortunately under-studied, will not be developed here.
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was in fact mainly the United States’, at a time when the network didn’t exist abroad. This
said, one can wonder if the united Internet at the time of its global expansion ever existed.
Did balkanization develop alongside the network’s global expansion? The question matters
because it would re-place the idea of a united Internet in a purely conceptual context, away
from reality. Either way, going against this vision, reality shows today a fragmented Internet.
The process is running and it is the result of various fragmentation processes, both bottom-up
and top-down.
2.1.2. The Internet’s linguistic bottom-up balkanization
Designed in the United States for a world which couldn’t be anything but Englishspeaking, the Internet necessarily had to be “united” and “unified”, i.e. an Internet using tools,
such as search engines, in English. Now, one can observe that the share of the Englishspeaking Internet is constantly falling: this is undoubtedly a first level of balkanization,
operated on a linguistic level. We can witness the dwindling number of English-speaking web
users: they amounted to 50% in 2001, but only 25% in 2011. Undoubtedly, the possibility,
since 2005, of naming domain names in languages other than English, including for nonWestern alphabets, by using ideograms, played a large role. In the following graph, from
Internet World Stats, one sees the effect in 2014 of this linguistic evolution. Contrary to
popular thought, The English-speaking and Western Internet represents nowadays a minority –
given that some European users use the Cyrillic alphabet. English may have imposed itself in
the world of business and everyday-life, but it is less common than it seems in the Internet.
Graph 5: Number of Internet users by geographical area
Internet Users in the World by
geographic Regions - 2014 Q4
Asia

1405,1

Europe

582,4

Latin America/Caribbean

322,4

North America

318,6

Africa

310,3

Middle East
Oceania/Australia

113,6
26,8
0

500
Million Users

1000

Cyberdefense and cybersecurity Saint-Cyr, Sogeti, Thales chair

1500

Sébastien-Yves Laurent / Cyber Strategy : Finding a strategic horizon in the cyber-environment

Source: Internet World Stats – www.internetworldstats.com/stats.htm
3,079,339,857 Internet users estimated for Dec 31, 2014
Copyright© 2015, Miniwatts Marketing Group
Spreadsheet 3 : User proportions by geographical area
Regions

users %

Asia

45.6 %

Europe

18.9 %

Latin America / Caribbean

10.5 %

Africa

10.3 %

North America

10.1 %

Middle East

3.7 %

Oceania / Australia

0.9 %

World total
100.0 %
Source : http://www.internetworldstats.com/*22/07/2015+
This linguistic diversity doesn’t only have cultural effects. It also has a digital and economic
impact: in 2013, the search engine Baidu held 78% of the Chinese market and Yandex 60% of
the Russian market23. Moreover, in these countries, the spin-offs of Western search engines
(Google, Yahoo…) are met with hostility by States which try to limit their deployment.
It is necessary to assess the linguistic evolution of the global Internet. Penetration
rates indicated by Internet world Stats (see spreadsheet 4 and graph 6, below) show strong
margins for progression, in each continent and linguistic area. The three English-speaking
continents are three-quarters penetrated by the Internet. North America, which is almost
completely English-speaking (despite close to 1/5th of the population being Hispanic, but most
of which are bilingual) has almost reached its maximum. Moreover, as we wrote earlier,
Europe is only partially English-speaking in the use it makes of the Internet. On the other
hand, with a 35% penetration rate in Asia, the Chinese-speaking Internet has an enormous
margin for progress ahead of it. This will necessarily further deplete the English-speaking
Internet. The considerable digital importance of the Chinese diaspora must be kept in mind, as
must the PRC’s soft power, with tens of Confucius Institutes deployed way beyond South-East
Asia. The Chinese-speaking Internet greatly exceeds Chinese borders. Finally, the Central
American and Latin American areas have been half-penetrated, which leaves possible room for
progress, either
23. Bruno Sido et Jean-Yves Le Déaut, Le risque numérique: en prendre conscience pour mieux
le maîtriser ?, Assemblée nationale n° 1221-Sénat n° 721, July 3rd, 2013, OPECST, p. 13.
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for a Spanish-speaking Internet, or a Portuguese-speaking one if the sub-continent wishes to
break free from American assets (said to be “global”, in appearance…). Of course, for nonnative English-speakers, the use of the Internet hinges on bilingualism. But the latter already
shows that the domination of American tools isn’t absolute, far from it. Also, one notes that
bilingualism levels vary according to what the users are seeking. Yet for the greater part of the
population, the uses made of the Internet pertain to everyday life, and therefore to the
cultural and linguistic area they are in. To that effect, they use endogenous search engines
and social networks, both independent in content and economically from American majors.
Some analysts predict a short-term slowdown of the Internet, namely in non-Western
areas. This observation, which isn’t false, is a result of the selected time-frame: over a fiveyear period, progress remains firm, if not outstanding. The short-term observation is mainly
the result of the expansion limits of network infrastructures and connectivity in less developed
countries. This fact must be nuanced with the continuous progress made in Africa (including
short-term) on the one hand and the majors’ actions to extend connectivity (namely Google’s
“Loon” project, since 2013, and the web drone project “Aquila”, by Facebook, since March of
2014) on the other hand. Space-Internet projects, from some American businesses, relying no
longer on submarine optic fiber but on satellites, so as to circumvent some States’ weaknesses
or oppositions, suggest further global connectivity progress.
Therefore, cultural and linguistic uses also shape the network and, far and wide, have a
direct impact on its economy’s architecture. Thus, a slow, linguistic, and bottom-up
balkanization process is under way, as the most long-lasting and structuring of cyberspace’s
fragmentations.
Spreadsheet 4 : Internet penetration rates by geographical area
World Regions

Penetration (% pop)

Growth (2000-2015)

North America

86.9 %

187.1 %

Oceania / Australia

72.1 %

251.6 %

Europe

70.4 %

454.2 %

Latin America / Caribbean

52.4 %

1,684.4 %

Middle East

48.1 %

3,358.6 %

Asia

34.8 %

1,129.3 %

Africa

27.5 %

6,958.2 %

World total
42.4 %
Source : http://www.internetworldstats.com/ *22/07/2015+

753.0 %
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Graph 6: Internet penetration rates by geographical area
Internet Users in the World by
geographic Regions - 2014 Q4
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Source: Internet World Stats – www.internetworldstats.com/stats.htm
Penetration Rates are based on a world population of 7,264,623,793
And 3,079,339,857 estimated Internet users on Dec 31, 2014
Copyright© 2015, Miniwatts Marketing Group
2.1.3. The bottom-up balkanization of the Internet’s architecture by economic
concentration
A second form of bottom-up balkanization can be observed when the Internet is
considered from an economic point of view. It is the work of economic and industrial players,
both public and private, who hold the capacity to produce the fundamental elements which
enable the construction of the network, in the physical layer. Therefore, the producers of
everything pertaining to computer hardware and the Internet’s and cyberspace’s network are
de facto in a position to influence the system, in very traditional geostrategic terms. At this
point, it is important to point out not the oligopolistic economic structure, which is secondary
here, but the fact that very unequal ownership has considerable effect on the network’s
effective propriety, and therefore on the capacity to act within the semantic layer. Users have
in fact the feeling that the network is free because it is almost free of charge and there are no
tolls or entry rights, only the access and a few services being payable. This is an illusion
because the network’s physical architecture is in fact polarized by a few large (public or
private) entities, and a few Russian or Chinese.
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2.1.4. The Internet’s political top-down balkanization
Created by public and private entities in the United States to be a soft power tool, the
Internet was long ignored by other States. They arrived (and did not “return”, as is often
improperly said) late, but nonetheless have since greatly deployed into the Internet and, more
broadly, into cyberspace (see below in 2.5), catching up, one might say. States were thus the
players of a top-down Internet fragmentation.
In this respect, the States’ responsibility must nonetheless be distinguished according
to their size and political type. States with an influence over the Internet are those with the
technological capacity to influence its architecture.
Those with a nondemocratic/authoritarian nature successfully attempted, such as China and Iran, to create their
own architectures, so as to limit and control the National Internet network’s interoperability
with the global Internet. The purpose is to control and, if need be, censor the Internet in its
informational space dimension. Other States, with democratic regimes, also contributed to
balkanizing the Internet by adopting burdensome standards within an environment which
originally designed not to be controllable, securable, or even standardized. Burdensome norms
are rare and unevenly adopted, though, from a geographical point of view (see below 2.3 and
3.2). Moreover, the capacity of States to enforce these norms is weak. But they do still
separate the Internet into two parts, as we will see later through maps, which polarize or repel
attraction, reflecting the geopolitical structures of cyberspace.
Therefore, in cyberspace, where the most frequently used term is de-territorialization,
digital territories have appeared, mainly in the semantic layer. Balkanization is therefore an
indisputable and current reality. Nothing suggests that this movement may weaken as it further
evolves (see below in 4.3)

2.2. A persistent multi-layer American domination

Despite the balkanization process quoted above, especially in its linguistic form,
despite Chinese cyber progress, the global cyber-environment still largely articulates around
the United States, which rule upon it, unrivaled. This domination relies on technological and
economic hinges, and can be broken down into three layers. Moreover, this superior situation
isn’t new, given that the Internet was created on American territory, forty some years ago.
The solidity of the American domination also relies on a mix of public and private cyber players
which give it specific strength. In fact, the current global cyber-environment is the fruit of
private American initiatives developed with the support and protection of the federal
government which, at the turn of the 1990s with the global network’s expansion, perfectly
anticipated that it was a specific and new economic sector, of global magnitude and
particularly
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innovating, but also a tool likely to serve other economic activities
The physical layer is still largely dominated by the United States. The great majority of
DNS servers (managed by ICANN) – 10 out of 13 – are in the United States. In addition, the
country keeps, with Cisco, Juniper and Alcatel-Lucent, a domination on routers, namely
network-core routers. While over 90% of Internet traffic goes through submarine optic fiber
cables, the United States, which implemented the backbone network, saw to it that 70% of the
traffic transit through their country. The rest of the (residual) traffic, goes through satellites, in
which American domination has been constant since the 1960s. If Russia, Japan and Europe
have mobilized since, 200 of the 400 online communications satellites still belong to the
United States24. The logic layer shows similar traits. In France, in 2015, 77% of daily-used
software was from American import25. As for search engines, Google holds 90% of the global
market (unevenly spread, as we have seen) and 93 in Europe. Content providers are either
from the American majors (GAFA, which holds a 1.500-billion-dollar stock market value, in
2015), or from entertainment or information firms which have digitalized. Thus, in the
semantic layer, a mainly American oligopolistic layer has formed, which reinforced the physical
and logic layers. Upon the opening of the first French IGF, which was held in the CESE, on
March 10, 2014, computer expert Louis Pouzin, one of the TCP/IP protocol designers, pointed
out that the United States were convinced they owned the Internet, congressmen included26.
One could therefore wonder as to why this country would reduce its dominant position, for
instance by abandoning the IANA function, as was several times announced in the past27.
Regardless of its being considered less strategic than it once was, the vote of Congress will be
decisive in showing the conception the first world power has of the cyber-environment.
Finally, the American domination can be observed in terms of surveillance (see below in 4.2.5).
The “five eyes” interception network built by the NSA, since the beginning of the cold war,
gives the country an interception capacity for which Russia and China are no match. We have
known, since the summer of 2013, that behind statements justifying it for security reasons
(war on terror), the point is to collect and process data, namely for classic purposes of
espionage. From that point, one can wonder if Europe is not composed of “digital colonies”, to
use the phrase coined by French senator Catherine Morin-Desailly28?
24

. Interview by the author of Dr Hamadoun Touré, ITU secretary general, 17 mars 2014. Cf.
also (Boulanger, 2014) which indicates an even greater proportion, of 3/4.
25
. Cf. Nicolas Brizé (ed.), Souveraineté numérique : quels enjeux pour l’économie française ?,
Assises de la souveraineté numérique, 2015, p. 22.
26
. 1er IGF, CESE, 10 mars 2014.
27
. Interview by the author of Dr Hamadoun Touré, ITU secretary general,, March 17th, 2014.
28
. Catherine Morin-Desailly, Rapport d'information fait au nom de la mission commune
d'information
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2.3. The States’ late but successful arrival into cyberspace

According to Milton Mueller (Mueller, 2010), the Internet is, by nature, a problem for States.
Her essay sums up perfectly a common view of things, in which, while they oppose the
regalian vertical structures and the natural scissiparity of the system of information systems
which is embodied in by the cyber-environment, States would be unable to move in it.
Mueller’s arguments are the following. First and foremost, it is because it globalizes State
communications, making it costlier and difficult, that they were destabilized by the Internet. In
addition, the network fosters the creation of a global information industry, with new capacities
for data storage and management, with which States can hardly compete. Because of its
decentralized architecture, cyber is from a design radically different from that of States’.
Cyber generated its own specific organs, away from the States. Finally, the principle of multistakeholder international governance places the role of States in perspective. This
perspective, which can seem nowadays, in 2015, somewhat dated, can be debated. Because
Mueller wrote her book precisely at the moment when States were forcefully arriving into the
cyber-environment, indicating that they had – at least for some of them – the capacity to
adapt to structures and rules which had been had left them out in the making.
We lack the space here to engage into a lengthy discussion regarding the precise
moment marked by the arrival of States. It would matter that such work be carried out as it
represents a tipping point in the international informational system, and in the international
system period. According to some analysts, States would have operated their “comeback” in
2012, during the Dubai conference. We prefer the term “arrival”, insofar as States had shown
very moderate interest in this environment before that point. The term of “landing”, used in
the paragraph 2.4’s titles, reflects a sudden and military reality, which corresponds precisely to
the action of a certain number of States, and which we will explain below. Finally, it must be
remembered that one State only, the United States, was present at the Internet’s beginnings
(see above 2.4). To get back to the moment States intervened in the cyber-environment, the
trend which came to light in Dubai preceded it. In 2011, States with large cybernetic
capacities, the United States, Great-Britain, France and Germany, published their national
cyber strategies, as an outcome from the creation of ad hoc structures and means financing,
initiated at medium term. If the analysis is extended to cybersecurity, most of the OECD are
seen to have defined public policies (incidentally converging) in those fields between 2009 and
2011 (OECD, 2012). The landing of States into the cyber-environment must therefore be dated
at the beginning of the 2000s.
In the end, the States’ interest was revealed in a very concrete way, by the scale of the
financial and technological means they dedicated to the cyber-environment.
sur le « nouveau rôle et la nouvelle stratégie pour l’Union européenne dans la gouvernance
mondiale de l’Internet », Sénat, n° 696, 8 juillet 2014, 398 p
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As we saw, in the introduction, regarding this environment’s transversal nature, its
informational share makes it a major stake for States. But in a more fundamental way, cyber
offers a new resource for States, enabling them to express their influence and make possible
use of their power. Indeed, cyber is a non-conventional environment, used by the States which
possess technological capabilities and try to use the system’s apparent anomic character, in
order to implement borderline or irregular action modes (see below in 3.2 and 3.3). From this
point of view, the absence of rules and specific jurisdictions is also in their interest. It is
interesting to point out the involvement of national military formations in cyberspace.
According to the United Nations Institute for Disarmament Research (UNIDIR), in 2012, out of
193 States, 114 had cybersecurity programs, 47 of which were implemented by military
authorities and 67 by civilian authorities29. This is confirmed, for instance, in the case of
France, by studies which revealed the works behind the head-start the military has on civilians
(Ocquesteau-Ventre, 2014). What is striking in the UNIDIR report, is the important proportion
–over 40% - of militarized structures. This is all the more surprising, given the short notice on
which they were deployed.
Spreadsheet 5: Structure type proportions according to the United Nations
Countries with civilian cyber structures
67
Countries with military cyber structures
47
Total
114
Source : UNIDIR, The Cyber Index. International security Trends and Realities, United
Nations, New York and Geneva, 2013, 138 p.

58,77 %
41,23 %
100,00 %

Structure type proportions according to the United Nations

41%
Countries with civilian cyber
structures
Countries with military cyber
structures
59%

29. UNIDIR, The Cyber Index. International security Trends and Realities, United Nations, New
York and Geneva, 2013, p. 1.
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Insert 1 : Countries with military cyber structures according to the UN
South Africa, Albania, Argentina, Australia, Austria, Belarus, Brazil,
Canada , China, Colombia , Croatia, Cuba , North Korea , South Korea ,
Denmark , Estonia , United States , Fiji , Finland, France , Georgia,
Greece , Hungary, India , Indonesia, Iran , Israel, Italy , Japan,
Kazakhstan , Lithuania, Malaysia, Myanmar , Norway, Netherlands,
Poland, United Kingdom, Russia, Singapore, Slovakia, Sri Lanka,
Switzerland , Turkey, Ukraine , Vietnam.
Source: UNIDIR, The Cyber Index. International security Trends and
Realities, United Nations, New York and Geneva, 2013, p. 9-55.

Insert 2 : Countries with civilian cyber structures according to the UN
Afghanistan, Antigua and Barbados, Saudi Arabia , Armenia, Azerbaijan ,
Bangladesh, Belgium , Bhutan, Brunei, Bulgaria, Burundi, Cambodia, Cameroon,
Cyprus, Egypt, United Arab Emirates, Ethiopia, Ghana, Grenada , Iceland, Ireland ,
Jamaica, Jordan , Kenya, Kuwait , Latvia, Lebanon , Liechtenstein, Luxembourg ,
Madagascar , Maldives , Malta, Morocco , Mauritius, Mexico , Moldova, Mongolia,
Montenegro , Nepal, New Zealand, Nigeria , Oman , Pakistan, Panama , Peru,
Philippines , Portugal, Romania , Rwanda , Qatar , Russian Federation, Czech
Republic , Saint Vincent and the Grenadines, Serbia, Slovenia, Sudan, Swaziland,
Sweden, Syria , Tanzania, Thailand , Trinidad and Tobago , Tunisia, Uruguay , Yemen
and Zimbabwe

Source: UNIDIR, The Cyber Index. International security Trends and
Realities, United Nations, New York and Geneva, 2013, p. 55-90.
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Map 1 : nature of cyber structures in the world

N.B.: countries with militarized cyber structures show in dark grey, countries with civilian cyber
structures show in blue, and countries with none or with unknown data show in white.

2.4. Militarization pretenses in cyber structures

It must however be pointed out that if over 40% of structures are militarized, this
doesn’t mean that they all have an exclusively military purpose. In fact, countries which have
leaned towards the military option did so because military structures were the best able to
secure fundamental IS, implement resilient systems, in short to protect the State’s
informational infrastructure. Indeed, Information Systems have a triple dimension: protective,
defensive and offensive. Of the 47 States with militarized cyber structures, under ten only
have offensive capacities.
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The geography revealed on the map is very telling, or even surprising: countries with
militarized cyber structures, shown in dark grey, are in majority G20 member States which
have a power expansion policy, and possess the technological means to implement it within
the cyber-environment.
The previous observations can be completed with a representation of countries with
offensive cybernetic capacities, shown on map 2, below, in dark grey. It stems from the United
Nations Institute for Disarmament Research report, published in 2013. Aside from the Security
Council permanent members, which admitted in the beginning of the 2010s to having such
programs and capacities, or even a doctrine of use, other countries keep a very low profile
regarding this subject, if not absolute secrecy. This does not pertain to a will to deter, as is
sometimes improperly believed, but to the still very blurry legal setting around offensive cyber
use: is it a law enforcement means, deployable outside borders? Is it an act of war? Must the
offensive party be apparent or secret? Questions are plentiful, despite the fact that it is
known, since Estonia, Georgia and Iran, that States have already used such means, even if they
sometimes through a non-State proxy. A conflict list already exists, in which State
responsibility can be identified (Valeriano and Maness, 2013). However, the country list and
map which can be drawn (see insert 3 and map 2) from it must be analyzed with care, insofar
as UNIDIR exclusively used open sources to identify involved countries.

Insert 3 : States with presumed offensive cyber capacities, according to the United
Nations
South Africa, Argentina, China, North Korea, South Korea, USA , France , Great Britain ,
India, Netherlands, Poland, Russia
Source : UNIDIR, The Cyber Index. International security Trends and Realities, United
Nations, New York and Geneva, 2013, 138 p.
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Map 2: States with offensive cyber capacities in the world

Cyberdefense and cybersecurity Saint-Cyr, Sogeti, Thales chair

Sébastien-Yves Laurent / Cyber Strategy : Finding a strategic horizon in the cyber-environment

3. A cyber-environment rife with uncertainties

Facing the cyber-environment, State players and non-State players are very unequal, at
least considering the small number of States with genuine financial and technological
capacities. Inequality between the two large player categories hinges on the fact that nonState players are more exposed to the cyber-environment’s structural instabilities. In this day
and age, with overwhelming coverage of cybersecurity, it is essential to be aware of structural
facilities within the environment.

3.1. From ignorance of/in the network to digital insecurity

« Network of networks », this usual dubbing of the Internet in fact masks a
fundamental uncertainty regarding the reticular structure itself. It is obviously unrealistic to
draw a general map of the Internet, but it’s also a challenge for juristic people and namely for
companies which have launched into digital transformation. This challenges increases with
the size of the company and the data volume, but it is already substantial for intermediate and
mid-sized companies. It is getting ever harder for them to know their network, be it in its
dimension, its interconnections, or even its physical location. In the case of Internet eXchange
Points (IX-IXP), which are a crucial aspect of the architecture of flows and the system, there lies
great uncertainty in the most thorough expertise and academic: thus there would be in the
world 357 IXPs in 2011, according to Weller-Woodcok (2013) or barely a hundred according to
De Nardis (2014). As trebling makes no sense over a period of 2 years, one of those
assessments is obviously wrong. Externalization through the cloud of storage and services, for
budget or budget reasons (sic) has considerably aggravated the problem, which has become a
major source of uncertainty for companies. Their network is no longer theirs, and they only
partially master it. The uncertainty hinges partially on the fact that data only seems to be
stored; it constantly circulates, in fact. Questions of data dimensioning and location are a
technical aporia which exposes juristic people to classic computer security risks. Uncertainty
regarding a network composed of permanent flows makes data confidentiality more fragile, its
integrity and its availability. Moreover, difficulty adds up insofar as data storage on specific
territories places it logically under the law of the storage land. And laws protect data very
unequally. In the absence of unified or harmonized law
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(see below in 3.2), the balkanization of data and content protection law induces major legal
insecurity for juristic people.
Moreover, the economy’s digitalization (see below in 4.2.1) exposes companies to
dangers and weaknesses specific to that environment, mainly malware and hacking. Contrary
to classic theft and frauds, those which occur within the cyber-environment are fundamentally
discrete. Digital theft being a copy, it is difficult to observe the breach when it occurs. It can
therefore happen that the revelation of a breach occurs a very long time after it happened,
which prevents responding to it in a timely manner. This has two consequences: it can
considerably increase the damage and prevent from providing an adequate response (which
can be downgraded or even inoperative, when it occurs too late after the facts). Some spysoftware bearing malware programs, made particularly undetectable, aren’t designed to steal
information, but merely to monitor a network or system, and discretely report its content or
activity. In this case, the breach is far more serious than simple intrusion and can induce the
revelation of company’s assets, strategy or, more generally, all the elements it doesn’t wish to
disclose. Finally, malware has characteristics which, beyond the covering of itself, covers also
the assailant’s origin, or the intruder’s or program’s identity. Therefore, it is difficult to
attribute the origin and press charges or respond. This is a specific and fundamental
characteristic of the cyber-environment.
3.2. A lawless environment?
3.2.1. The geographically uneven consent to the international law ‘s embryo
There is such a thing as international law specific to the cyber-environment. It was
discussed and elaborated prior to the Internet’s great expansion and addressed computer
intrusions more than it did misdemeanors or crimes linked to circulating within a global
network. Nevertheless, this international law adapted to cybernetic expansion, despite
seeming somewhat obsolete on certain points. It hinges on two texts signed in 1981 and
2001, in two very different settings: the first text aims at protecting physical people, regarding
the use of their personal data, the second one aims at enticing States to grow closer in the
fight against cybercrime.
* The Council of Europe was the matrix of the « European convention for the
protection of people regarding the automated processing of personal data», often called «
convention 108 », signed in
1981. At the time, this 27-article text30, strongly derived from the French « computer
freedom » law, of 1978. The « 108 convention » is the only international text with coaxing
power, in the field of data protection. It sets a
30

. http://conventions.coe.int/Treaty/fr/Treaties/Html/108.htm
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Certain number of fundamental principles in terms of data protection (whatever the vehicle) for physical
people, juristic people being protected by national law. The convention forbids the processing of sensitive
data (relative to race, religion, health…) and induces a right to data protection. This is however not an
absolute right, but one which is put in balance with other rights. Convention 108 was, and remains, the
text which best protects personal data, in the world. In the summer of 2015, it had been ratified by 47
countries31, including one only outside the Council of Europe, Uruguay.

31

. http://conventions.coe.int/Treaty/Commun/ChercheSig.asp?NT=108&CM=&DF=&CL=FRE
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Map 3: countries which have ratified convention 108 relative to personal data
protection

N.B: Countries which have ratified convention 108 show in white.
This geography is very telling with regards to public liberty protection areas in digital
terms: one can tie the convention to Europe, in the broad sense. We find all the members of
the European Union, Scandinavia, ex-Yugoslav countries, Russia and certain neighbors
(Moldavia, Georgia and Azerbaijan)32. The rest of the world is completely absent (aside from
Uruguay, as stated, which signed in 2013). The map shows European isolation and the fact
that an entire share of the Western block (USA, Canada, Australia) has a less protective
conception of digital personal data.

* The second important international legal text on the digital field was also prepared
under the Council of Europe’s supervision. It gave way to the 2001 signing of the “cybercriminality convention”, dubbed the “Budapest convention”, implemented in July 2004. This
48-article text mainly aimed at the harmonizing of penal rights in terms of computer
indictment

32

. Turkey signed in 1981, but never ratified.
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And strengthening cooperation during investigations and judicial procedures33. The Budapest
convention, which has shown its efficiency, is nowadays a major tool in the war on digital
crime, cross-border by essence. In the summer of 2015, it had been ratified by 47 countries34,
including 39 from the Council of Europe, but also 8 non-member countries, including the
United States.

Map 4 : countries which have ratified the Budapest convention on cyber-criminality

N.B: Countries which have ratified the Budapest convention show in white.

As in the map which represents convention 108 ratification in the world, the one which
shows the Budapest convention’s situation in the world is rather clear-cut. Four main
geographical blocks appear: Europe, North America, Japan and Australia. Upon zooming in,
nuances appear: Europe encompasses the entire EU (Sweden excepted) and all countries of ExYugoslavia, and some countries of Eastern Europe (Moldavia and the Ukraine), Mediterranean
confetti (Cyprus and Malta), and the Anatolia plateau with a Caucasian tip
33

. http://conventions.coe.int/Treaty/FR/Treaties/Html/185.htm
. http://conventions.coe.int/Treaty/Commun/ChercheSig.asp?NT=185&CL=ENG
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(Turkey, Armenia and Azerbaijan). The four blocks approximately show a geography which is
that of the developed world, more or less that of the G20. However, non-ratifying areas show
where cyber-crime can de facto develop relatively protected: Russia, Asia, Middle-East, Africa
and Latin America. One will notice that some of these areas – Russia, Asia and, to a lesser
extent, the Middle-East – correspond to regions which have shown their high command of
ICTs.

Since 1981 and 2001, talks aiming at making the existing law better continue and an
additional bill has been voted in – in 2005, an additional protocol was added to the Budapest
convention on “indicting acts of racist and xenophobic acts” -, but convention 108’s
modernization process, rendered indispensable by the constant evolution of ICTs, launched in
2012, was interrupted. Moreover, ratifications now increase at a very low rate: for convention
108, 46 countries had ratified in 2013, and 47 in 2015; as for the Budapest convention, 41
countries had ratified in 2014, with 47 in 2015, but this text, which is more delicate to ratify as
it pertains to penal law, has probably bottomed out (namely with Polish and Canadian
ratifications in 2015). One can also note that the United States ratified it in 2006, but with
many written reserves, which weakens its applicability.
In the end, these two international conventions which specifically pertain to the cyberenvironment represent only a little over one fifth of the world’s States, albeit with very
powerful States. But they lack States which are just as important by their technological
capacity and by their size (including two members of the UN’s security council, China and
Russia (for the Budapest Convention), with geographic “black holes”, which indicate very large
global imbalances: Russia, Asia, Africa and Latin America remain areas where international law
cannot hamper cyber-criminal development. From that point, specialized poles and
“ecosystems” of digital criminality (E. Freyssinet, 2009, see above in 1.3) develop easily within
them. This general situation considerably weakens the cyber-environment and partially
explains the geo-cybernetic balance of powers.
3.2.2. Negotiations regarding an unrealistic international treaty, with limited ambitions
We saw above the role the ITU entrusted itself with for the Internet, so as to compete,
notably, with the UN-IGF, which had been monitoring, since the beginning of the 2000s, the
development of the “information society” and the global “governance”, in that respect.
Despite the ITU’s being linked to the UN since 1947, of which it is now a specialized institution,
it has tackled the cyber challenge in the sense that it is competent in terms of
telecommunications for which it defines roles and standards (see spreadsheet 1 in 1.1.3).
Thus, at the end of the 2000s, it launched into a large international reflection, so as to yield a
treaty specific to the cyber-environment. The initiative focused on the
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« Global Cybersecurity Agenda » (GCA) launched in May of 2007 by the organization35. First
and foremost, must be noted that discussions on a possible treaty were immediately centered
on the cybersecurity question, which is indeed a central challenge facing the rise of cyberaggressions, but which overlooks everything pertaining to general regulating. It is difficult to
know whether the ITU preferred being cautious and leave the UN-IGF to organize a more
general discussion, but one can observe that nothing prevented the ITU, despite the aging
1988 RTI to take more ambitious an initiative.
Within the GCA, about a hundred members were designated by the ITU secretary
general, within the « High Level Experts Group » (HLEG), presided by Norwegian judge Stein
Schjolberg. Two documents were swiftly published in 2008: in August, the « Chairmans
Report”36, mid-term document, then in November the Global Strategic Report. The latter
clearly shows the limits of the GCA’s effort, insofar as the 5 negotiation points were the
following: technical and procedural measures, legal measures, organizational structures,
capacity building and international cooperation. The HLEG did intend to limit itself to the
cybersecurity subject with a mainly technical angle. The collective work which ensued led to
the treaty’s publication in 2009: under the title of A Global Treaty on Cybersecurity and
Cybercrime: A Contribution for Peace, Justice and Security in Cyberspace. Judge Stein
Schjolberg and university professor Solange Ghernaouti-Hélie, who published the document,
stated high ambitions: exceeding the Budapest convention which was, in their eyes, no more
than a regional convention, under-ratified and under-implemented37 (see XXXXXXXXXXX). The
treaty’s body, composed of 22 articles38, is particularly brief. Each article is a recommendation
to the States, to adopt penal-level texts for cyber-crime in every form, from data-theft to
massive attacks on critical infrastructures. One is instantly struck with the difference with the
Budapest convention, far more concrete and precise. In the studies included in the treaty’s
second edition (published in 2011), several studies mention the possibility of an “International
Criminal Court or Tribunal for Cyberspace” (ICCC). In the authors’ minds, this tribunal would
rest essentially upon a coaxing force, INTERPOL. Their idea would be to build a subdivision of
the future OCCC in the Singapore-based INTERPOL center, which was then in the process of
being composed to operate within the cybernetic environment. Created in 2014, the
INTERPOL “Global Complex for Innovation” is in fact an entity designed to develop the
international organization in the Asian region, to carry out prospective studies in terms of
“policing” and “law enforcement”, and finally to address the cybernetic questions. The
Singapore center is therefore neither dimensioned, nor equipped to carry out the extremely
ambitious mission the ITU’s HLEG planned to entrust it with. Moreover, the ICCC, in the spirit
of Schjolberg and Ghernaouti-Hélie, would be

35

. Cf. Solange Ghernaouti, Cyber Power. Crime, conflict and security in cyberspace, Lausanne,
EPFL Press, 2013, p. 407-417.
36
. Copied in : Stein Schjolberg and Solange Ghernaouti-Hélie, A Global Treaty on Cybersecurity
and Cybercrime : a Contribution for Peace, Justice and Security in Cyberspace, 2011, p. 69-87.
37
. Ibid., p. ii.
38
. Ibid., p. 1-14.
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A component of the Hague’s international tribunal39. But the ICT, which stemmed from the
Rome convention, is competent only for a series of extremely grave criminal indictments
(genocide, crimes against humanity, war crimes) which have a completely nature than that of
the cyber-aggressions which may be punishable under the HLEG treaty. We will add that the
ITU created a structure dedicated to cybersecurity, the “International Multilateral Partnership
Against Cyber-Threats” (IMPACT), the same year as HLEG. In the summer of 2015, 152
countries are members of this forum, which aims at nothing more than being an additional
exchange place for views, with no ability to produce coaxing measures.
One can therefore only be struck with the uncanny character of the HLEG-ITU’s
reflection, misaligned with the system’s reality and international rules. Moreover, the HLEG’s
reflection was led by international experts and not State representatives, which drained its
suggestions of any efficiency, all the more since they seemed to know nothing of the
international modus operandi. Nonetheless, despite these structural weaknesses, this
document, remains, to this day, the only public manifestation of treaty in cyberspace. One
fathoms so the weakness of possible global regulation with the cyber-environment.
3.2.3. Cyberspace’s unlikely law
We saw above that the 1981 and 2001 conventions showed a regulated cyberspace,
but very partial in the growth of connectivity and the number users (see above in 2.1.2). It is in
fact a geographically and quantity-wise minority cyberspace. The question therefore stands as
to a legal regulation larger than the two regional conventions carried by the Council of Europe.
The creation of international criminal at the end of the 1990s would have seemed utterly
unrealistic an idea fifteen years earlier: one can therefore reflect upon the ways which could
be followed in order to create international law specific to the cyber-environment. From a
theoretical point of view, and from a prospective perspective, one can consider that there
could be three types of possibilities to reach cyberspace law.
* The first of them would lie in the extrapolation regional law in the matter which
already exists, which is to say the 1981 and 2001 conventions. As we saw, nothing forbids
States foreign to the Council of Europe to sign or ratify the texts it elaborates. The application
of this law could moreover be controlled by the Human Rights committee, UN entity in charge
of monitoring the application of the International Covenant on Civil and Political Rights (PIDCP,
1966). Technical possibilities therefore exist but they hinge on strong political commitment,
on behalf of the States, and the awareness of the benefits they could draw from binding their
hands with the signing of a new international agreement. This option is therefore not the
most likely.

39
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* A second possibility would be to build a new set of laws sui generis, inspired from
existing land and space laws40. It would be possible to proceed by analogy because these 1967
and 1982 texts which are implemented with little resistance pertain to specific areas, such as
the Internet is and guarantee protection to physical infrastructures. Ratified by 103 States, the
1967 treaty lays the ground for space (extra-atmospheric) law. A few principles could be
extracted and applied to the network: the principle of non-aggression in space (article III of the
1967 treaty), the principle of non-interference with the activities of other States (Article I), the
principle of peaceful use (article IV) and finally the principal of the State’s (civil) liability. The
Law of the Sea (which lies in the Montego bay convention of 1982, ratified by 162 States but
not the United States) could be another source. It holds in common with the Law of Space the
principle non-appropriation by another State. What will fit the cyber-environment particularly
is that the 1982 convention distinguishes several areas in the sea, which would allow for
analogies with the various components of cyber41. Moreover, the Montego Bay convention
has created an “international tribunal for the Law of the Sea” and an “international seabed
authority”. The text provides infrastructure protection, namely of submarine cables (articles
113 and 144 of the 1982 convention). We will stress mostly from these two texts that they
invented amendments to sovereignty by defining spaces where use is shared
XXXXXXXXXXXXXXX; that they designed these tow concerned spaces as common “heritage for
all humankind”, which presents some analogy with the “commons” category, rather en vogue
within a part of cyber sphere. It is, in fat, the notion of “common heritage” which induces the
protection of this space, its peaceful use and the principle of non-appropriation.
*

Devoted mainly to the exchange of informational contents, the cyber-environment could also
benefit from the development of technical law, that of communication and
telecommunications. Fundamental rights were defined quite early in ancient texts (Universal
declaration of human rights, 1948 and Convention for the Protection of Human Rights and
Fundamental Freedoms, 1950). The 1988 RTI deals with the more technical aspects. But the
weakness of this options lies in the absence of control board and the 1988 regulation’s
obsolescence. As we saw above, the failure of the 2002 Dubai conference showed the States’
inability to agree on new regulations, which hinders the medium-run hopes of elaborating a
law for communications and telecommunications adapted to the cyber-environment.
Before we finish, we will mention the question of the legal handling of conflicts in the
cyber-environment. Here lies a very specific aspect which
40
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could obviously be the base for cyber general law. The United Nations and the United States
have developed an original approach, which they share only amongst themselves, regarding the
application of armed conflict law within cyberspace42. This means that cyberspace is totally
integrated into their conception of conflict and war. But the world’s first informational power
has been unable to impose its views and the Tallinn manual solution encounters much
opposition around the United Nations charter’s interpretation.
The notion of “lawfare”, invented in 2001 by general Charles Dunlap (United States),
very accurately describes the permanent battle between States about international legal
conventions. Lawfare designates mainly armed conflict law, but there is such a thing as Cyber
Lawfare, which has been translating since 2012 (Dubai failure and Tallinn Manual publication)
into the bogging down of multi-lateral talks and unilateral initiatives. This This can in no way
found specific law to the cyber-environment, which may be the intent of certain State and
economic players. To sum up the current state of cyber law, we can quote legal expert Eve
Tourny : “ overwhelming declaratory law, embryonic constraining law”43.
3.2.4. Norms applicable to the cyber-environment: discrete soft law
We saw above the diversity of organizations producing norms applicable, in one way
or another, to the cyber-environment. In the current state of the hard law applicable to cyber
(see immediately above in 3.2.1 to 3.2.3), it is the norms that ensure, de facto, technical
regulation of the cyber-environment which can be compared to a bottom-up process. The use
of this term can however be debated, because these norms do not result from the
participative methods of the IETF (see above in 1.1.1): they are mainly developed by two
international organizations, the IEC and the ISO which are, especially for the latter,
playgrounds for influence struggles. One could think that security-solution producing
companies try to influence the ISO, one way or another: it is a major objective to them. As was
reported to the Foreign Trade minister in 2013 by Clade Revel’s report (Revel, 2013), there is in
the ISO, created almost 70 years ago, a battle of norms which is decisive on the economic
level. It noted, for instance, that 60% of technical committees in the ISO were held by
Europeans, including 20% Germans44 and the French were a large minority in the organization.
Anyway, the ISO regularly produces norms which pertain either to general operation, or to
security. Norms applicable to cyber are very diverse: originating initially from electronics and
computers, it addressed both components and their assembly. Since then, they have been
extended to
42
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uses and processes. We have, for instance, the ISO 17 799 norm on information security,
developed in 2000 and later on enriched to enter into series 27 000. Indeed, nowadays, most
norms in the cyber-environment are listed in the “information security”, embodied by the ISO
27 000 series, subdivided in multiple specialized sectors. Some of these norms were developed
with the IEC (see above in 1.1.3). The aim of its norms are as varied as their perimeter: some
are very general and address very large-scale aspects of ISS, some others address much more
specific process, such as encrypting. Norms guarantee product and process interoperability,
which is indispensable in a globalized environment. In cybersecurity matters, where malware
spreads very rapidly, norms are paramount. Many norms come from the dissemination, by
certain economic players, of “good practices” which they can have more widely validated with
a bottom-up approach, and then impose it to the ISO’s committees. By deciding to transform
these good practices into international norms, they succeed in imposing standards to future
competitors and validate an acquired technological advantage. The battle of standards is
therefore decisive. This field is still under-studied, namely for the cyber-environment.
3.3. The reign of multi-stakeholderism: very scattered « governances »

In the cyber-environment, specialists usually distinguish 3 types of general operating
(Brousseau, 2012) : self-regulation which corresponds more or less to the cyber sphere’s
operating before 2000; co-regulation which is in fact multi-stakeholder (on its characteristics,
see below in 1.2) which came into place in the 2000 decade, and corresponds to the current
situation; finally regulation which correspond to strong involvement on the States’ part in the
cyber sphere, to the point of their wanting to change its general operating economy (cf 3.2.3
and 3.2.4), and even contest multi-stakeholderism, which implies an equilibrium between State
and non-State players. The term of governance, used in so many different ways it has lost all
meaning, must be made accurate here because it is decisive to understand what the current
cyber-environment is. Before we broach the debate of definitions offered by players from the
cyber sphere (cf. below in 3.3.1), let us retain an approach (Mueller, 2010), which is very
enlightening on the real sense of governance: « Thus, internet governance is the simplest,
most direct, and inclusive label for the ongoing set of disputes and deliberations over how the
Internet is coordinated, managed, and shaped to reflect policies »45. It is the three verbs: «
coordinated, managed, and shaped » which are the most useful for our purpose and
correspond to the reality of what governance is and which we will now study under further
scrutiny.

45.

Milton L. Mueller, Networks and States: The Global Politics of Internet Governance,
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Cyberdefense and cybersecurity Saint-Cyr, Sogeti, Thales chair

Sébastien-Yves Laurent / Cyber Strategy : Finding a strategic horizon in the cyber-environment

3.3.1. Of « governance » within the cyber-environment
It remains that the institutional and official definitions, those used by the different
players of the cyber sphere, must be closely observed.
From a general point of view,
“governance” has invaded the entire national and international political vocabulary and has
contaminated that of analytical social sciences. The « Commission on Global Governance »
(CGO) which gathered on former German Chancellor Willy Brandt’s initiative, from 1992 to
1994, played a fundamental role in the crystallization of a new way of apprehending the
international system after the cold war. The commission did not invent a new practice which,
in fact, departed UN inter-State multi-lateralism, but managed to fix the sense of a practice
which was appearing. We find it in Our Global Neighborhood, the final report from the
commission, issued in 1995: « Governance is the sum of the many ways individuals and
institutions, public and private, manage their common affairs. It is a continuing process
through which conflicting or diverse interests may be accommodated and co-operative action
may be taken. It includes formal institutions and regimes empowered to enforce compliance,
as well as informal arrangements that people and institutions either have agreed to or
perceive to be in their interest”46. This approach in fact amounts to “governance without
government”, to quote the eponymous expression of James Roseneau and Ernst-Otto
Czempliel in 1992. The CGO’s approach values the ends more than the players: the resolution
mode for conflicting interests is stressed. This definition is in no way canonical, but perfectly
corresponds to the entire governance discourse which was later developed.
Initiatives which then aimed at making the cyber sphere evolve have accommodated
this vision. The Geneva 2003 summit seems decisive to us in that regard. We find in the
“declaration of principles” of the SMSI, in point 48, the following definition: « *…+ The
international management of the Internet should be multilateral, transparent and democratic,
with the full involvement of governments, the private sector, civil society and international
organizations. It should ensure an equitable distribution of resources, facilitate access for all
and ensure a stable and secure functioning of the Internet, taking into account multilingualism.
». We observe here that the principles of multi-stakeholderism are set mentioning the
Internet’s four main players: the States, the private sector, civilian society and international
organizations (ILO). What is new here, compared to governance-pushing documents, is the
mention of the “private sector”. For the rest, the claim of multilaterality isn’t new, it is specific
to UN initiatives, especially after the end of the cold war, and fits perfectly with the VGO
approach. In its 48th point, the Geneva declaration does not take up the notion of governance,
but the Internet’s governance is indeed what is at stake. We saw above (cf. 1.1.2) that, after
Geneva, the UN Secretary General had appointed a Working Group on Internet Governance
(WGIG) which had played a major role, in the preparation in the Tunis SMSI-WSIS, as well as in
the birth of
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of the IGF. The WGIG gave its definition of governance: « *…+ development and application by
Governments, the private sector and civil society, in their respective roles, of shared principles,
norms, rules, decision-making procedures, and programs that shape the evolution and use of
the Internet”47. Compared to the Geneva declaration, one year prior, we have here an
interesting variation in the definition because OITs are not mentioned. The evolution stands
out all the more because it was elaborated by a UN structure. In the definition of the “Tunis
agenda for the information society”, which ended the 2005 November summit, we find an
approach very similar to point 34 « *…+ Internet governance is the development and
application by governments, the private sector and civil society, in their respective roles, of
shared principles, norms, rules, decision-making procedures, and programs that shape the
evolution and use of the Internet. ». Again, we note the absence of mention of OITs, stemming
from a conference organized by… an OIT. In a way, it would be a governance reverted to what
the cyber sphere was before the UN’s intervention. We see here that there has been a strong
internal debate on the sense which the notion of “governance” should be given, at a time
when the challenge was to give it birth. This debate was not artificial, it directly steered the
evolution of the cyber sphere to what it is today.
All along our study, we made the choice to approach the subject of the cyberenvironment, using layer sequencing. This approach seems to us heuristic, including in
matters of governance. We can, moreover, use Bertrand de La Chapelle’s very useful
distinction48 in 2012, which distinguishes governance types according to the layer: he thus
mentioned the “governance of the Internet” which points to the logic and physical layers, and
the “governance over the Internet”, which points to the semantic layer. This distinction is very
accurate and, in our mind, enables assessing a whole share of the power struggles within the
cyber sphere. However, it seems to us that the governance challenge lies more and more in
transversal terms in the sense that a series of players influence several layers and intends to
play a role within these layers. The logic and semantic layers seem to us as the object of the
most investment and of the most appetite from most of the players who, by doing so,
stimulate desire for governance. We will therefore examine here three types of governance
challenges which strike us as the most structuring, “political” governance with general aim and
cybersecurity governance which tends to take ever greater influence. We will finish by asking
ourselves the question of the existence of data governance, governance through the data.
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3.3.2. Political « governance » with general aim
Political governance with general aim, which can hardly be qualified in another way,
even if these terms don’t seem entirely adapted, indicates, in the end, the will to find a global
governance of the cyber sphere after 2000. It encompasses the technical governance of what
we named at the beginning of this study the “cyber sphere core” (CC), but it exceeds it, by
including the governance of the semantic and logic layers. This global governance is therefore
fundamentally transversal.
Laura DeNardis developed (DeNardis, 2014) an argument, aiming to demonstrate that
the technical architectural dispositions are not neutral but that they reflect power brokering.
According to the famous expression, “architecture is politics”. This type of perspective, well
known in studies of socio-technical systems, is all the more convincing since the arrival of the
States into the cyber-environment in the 2000 decade (see above in 2.4). It adds:” Internet
governance is enacted via various routes: technical design decisions, private corporate policies,
global institutions, national laws and policies, international treaties »49. We can go further
than DeNardis and consider that if technical consideration (within the CC) reflect power
challenges, the same can be said within the software and semantic layers. However, it seems
important in this study to leave a too theoretical level, to observe how this “political”
governance is implemented, as the expression is often used to designate rather vague realities.
- This governance seems to rely mainly on two organizations, the Multistakeholder
Advisory Group (MAG) of the IGF and the Governmental Advisory Committee (GAC) of the
ICANN (cf. graph 4 in 1.1.3). The IGF MAG was created in 2006, at the same time as the IGF.
With a multi-stakeholder composition, it contains 56 members and is, in fact, under UN
tutelage. Despite its advisory role, it plays an important part, as it is able to influence agendas
at IGF annual summits, whose determination is in fact in UN hands. The ICANN’s GAC is
(much) older, as it was created in 1999: from a general governance point of view, it is an
important structure insofar as all States are represented and it can therefore potentially be a
place of implementation for political governance. It deals only with a part of the logic layer.
- To these two global structures, we must add, since its creation in October of 2008,
the « Pan-European dialogue on Internet Governance » (EuroDIG) which is a multi-stakeholder
European structure which aims – liaising with the MAG-IGF – at contributing to the
preparation of the IGF, on a regional level. The non-negligible role, no matter what may be
said, of Europe in cyber’s development, with other interests than those of the United States,
makes the EuroDIG an important debating place for general and political governance. The
presidency of the EU, the European commission and the Parliament play an important role
within the EuroDIG. We observe that multi-stakeholder governance dominates, in the facts.
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- Brazil’s clearly stated will, in 2013, to implement another type of co-regulation, must
however be noted. This Brazilian position was as much the result of the outrage at the
discovery that its president was under surveillance by the United States as of its will to show,
on this occasion, a new and particular role in the international system. Thus, the country
organized on April 23 and 24, 2014, the Netmundial summit with the will to find a third way,
between multi-player governance defended by the United States and European countries, and
State regulation championed by Russia and China. The summit enabled the shedding of a new
light on Brazil, gave another opportunity to plead for reforms in the ICANN, but in practice, the
host country failed at gathering a large coalition on this intermediate position (CEIS, 2014).
Despite the diversity and the complementarity of the governance structures, which
work closely together, there efficiency can be questioned. Like many structures linked to the
cyber-environment, they are in fact forums and debating places, and not operational
organizations implementing elements of transnational public policies, as such things do not yet
exist, despite a few formulated intentions. Nonetheless, these structures. Nonetheless, these
structures and the notion of political and general governance have genuine importance: they
exist in the cyber-environment, have high visibility and represent a strong polarity, if only
because States give them an important role in the future. De facto, they embody a certain
vision of cyber between co-regulation and regulation, since the arrival of States.

3.3.3. Governances of cybersecurity
Cybersecurity has become a major challenge in recent years, to the point of
marginalizing the challenge of political and general governance. Massive attacks against
Estonia in 2007 and against Georgia in 2008 led to sudden general awareness of informational
effects – and political ones – from massive cybernetic attacks, in this case against State
interests.
But in fact, this challenge had been targeted earlier on, and at the highest level. Thus,
could be read in the « declaration of principles » of Geneva, in 2003, in point 35, the necessity
to: “Strengthening the trust framework, including information security and network security,
authentication, privacy and consumer protection, is a prerequisite for the development of the
Information Society and for building confidence among users of ICTs. A global culture of cybersecurity needs to be promoted, developed and implemented in cooperation with all
stakeholders and international expert bodies. These efforts should be supported by increased
international cooperation. Within this global culture of cyber-security, it is important to
enhance security and to ensure the protection of data and privacy, while enhancing access and
trade. In addition, it must take into account the level of social and economic
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development of each country and respect the development-oriented aspects of the
Information Society.». Two years later, at the “Tunis Agenda for the Information Society”, one
could read at point 39, « We seek to build confidence and security in the use of ICTs by
strengthening the trust framework. We reaffirm the necessity to further promote, develop and
implement in cooperation with all stakeholders a global culture of cybersecurity, as outlined in
UNGA Resolution 57/239 and other relevant regional frameworks. This culture requires
national action and increased international cooperation to strengthen security while
enhancing the protection of personal information, privacy and data. Continued development
of the culture of cybersecurity should enhance access and trade and must take into account
the level of social and economic development of each country and respect the developmentoriented aspects of the Information Society.”
These intentions remained at the oratory stage until the events in Estonia (2007) and
Georgia (2008). Since the end of the 2000 decade, the public discourse on this challenge
hasn’t ceased gaining importance, to the point of becoming very dominant, if not exclusive, in
the cyber-environment, during the 2010 decade. There is therefore a risk for the States of
perceiving this environment only through the (actual) insecurity which lies within it. This
insecurity is also one of the reasons for the weakening of the Internet’s founding principles.
If the general and political governance could be satisfied with a rhetorical dimension,
insofar as technical organizations operated and ensured the network’s development,
cybersecurity was – by nature – operational. There is therefore a very discrete but very
operational cybersecurity governance, which is to say a structuring within the cyber sphere,
which ensures, in a multi-stakeholder frame, the securing operations of the cyberenvironment, and which hinges mostly on collaborative and cooperative processes.
The system rests mainly on national players and, above all, on “Computer Emergency
Response Teams” (CERT), these 24/day security monitoring structures, in charge of detecting
attacks and offering short-term. CERTs tally up to 250 in the world (DeNardis, 2014). We are
here at the level of centralizing CERTs, such as the French ANSSI (CERT-FR component), which
answers to the SGDSN which is the contact point for the various French CERTs. CERTs are in
charge of detecting digital attacks on networks and providing short-term solutions. They are at
the service of public and private players and appeared in the course of the 2000 decade, first in
the private sector, then in the public sector, thus following State involvement in the cyberenvironment. States mobilized and created CERTs first and foremost to protect the digital
components of the vital infrastructures/critical resources (energy networks, transport
networks…). To CERTs must be added certification authorities, which ensure coding/decoding
through verification and key-exchange, as well as authorities in
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charge of routing. These three types of structures make for the core of cybersecurity
governance. These different structures are public, but a majority of them are private, namely
in the United States: we face here too, in fact, a multi-stakeholder situation. Unlike other
types of governance or attempts to elaborate regulations, these cybersecurity structures
operate in a traditional way, through bilateral cooperation agreements, which rest, in the best
of cases, on MOUs. This governance is therefore very technical, and it draws its strength from
its flexibility, but also its weakness, because it can be jeopardized at any moment, or not be
effective without being seen as such. A CERT can therefore refuse to signal an attack or threat
to another CERT, without the latter knowing anything about it.
At the supra-State level, we also find entities in charge of cybersecurity. They are
mostly at the regional level. From this point of view, the most operational structure is the
European Network and Information Security Agency (ENISA), created within the EU in 2004.
ENISA has an auxiliary role to failing CERTs of EU-member States and ensures spreading of
good practices. The agency, despite poor funding linked to its recent foundation, played a
considerable role in the EU before 2010. Nowadays, it makes for a contact point between
different CERTs, but member-States with strong technological capacities don’t need it.
However, ENISA is an important organization for the smaller States of the EU and in particular
for those which do not possess the necessary technological level to guarantee resilient
cybersecurity. It also plays an important part in determining the cybersecurity strategy for the
institutions in the EU and in the Union. ENISA is the most advanced of regional organizations
but they tend to develop in a viral way. The Organization of American States (OAS) created a
“Cybersecurity program” in 2004, which aims at deploying CERTs in 35 North- and SouthAmerican countries, member of the organization, and to make them work in a network50, the
six member-States to the Shanghai Cooperation Organization (SCO) signed an “Agreement on
Cooperation in the Field of Information Security »51,
In addition to ten States from the Association of Southeast Asian Nations (ASEAN) having
agreed upon a « Statement on Cooperation in Ensuring Cyber Security »52 and have organized
for almost ten years regular talks around cybersecurity questions, at a regional level; These are
therefore mostly forums and talks, aiming at the exchange of good practices.
However, within regional security organizations, structures are more and more
operational and partake to cybersecurity’s technical governance. This is the case for the
“Cooperative Cyber Defense Centre of Excellence” (CCD-COE), which NATO created in 2008
in… Tallinn, where the organization runs a cyber-oriented research and prospective activity.
The CCD-COE also develops common expertise within NATO countries and promotes the idea
of security hard law, based on the Tallinn’s Manual solutions. We observe that France joined
this organization tardily, in 2014. INTERPOL possesses, since 2014,
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the « Interpol Global Complex for Innovation » in Singapore, which objectives close to those of
Tallinn.
The OSCE as an organization has more modest aims, in line with those of other
regional organizations. At a global scale, let’s remember the existence, since 2008, of the ITUoriginating « International Multilateral Partnership Against Cyber threats » (IMPACT, cf. 3.2.2)
which unites public and private players within it organization. Cyber-crime has become an
international challenge, very strongly objectified: every single international organization has a
department or a discourse (often lacking innovation and originality) on the matter. Thus, two
organizing with no binding power, the UNODC and the ITU, signed a 2011 MOU, “United
against Cyber-crime”.
We can therefore observe that the core of cybersecurity governance, which is
technical governance, is composed of the global network of the 250 CERTs composed by both
public and private players. Other components are regional forums with no operational range.
To finish, we must ask the question of the amplitude of criminal phenomena in the cyberenvironment. Like any insecurity assessment, the evaluation only takes into account what has
been brought to light, which make for a major factor for under-evaluation. Another bias
comes from the fact that existing evaluations are from… security-solution vendors. Thus, the
Symantec report of 2013 evaluated the cost for 400 million consumer hit annually to 110
billion dollars54. This figure is only an order of magnitude, probably quite far from reality,
hence the relevance of the European research project (7th PCRD) launched by the German
Münster University in 2014, “e-crime”, which aims at assessing the economic impact of cybercrime.
Can cybersecurity be measured? It is to this ambitious question that the ITU
attempted to answer by carrying out a 2014 global-level study which led to the publication or
the Global Cybersecurity Index & Cyberwellness Profiles in April of 201555. The Global
Cybersecurity Index (CGI), elaborated in this report, takes 5 criteria into account: the legal
framework, technical measures, structures, capability reinforcements and international
cooperation. The ensuing ranking never stops surprising. The United States rank unchallenged
in first position, with a 0.824 CGI. France comes in … 9th, after the United Kingdom (5), Turkey
(7) and Slovakia (8), with a 0.588 CGI. While it remains necessary to bear a critical look upon
the ranking ‘s methodology, and the intentions of those who elaborate them56, France’s
position remains quite low.
We must note that malice adds to surveillance (see below in 3.3.3) for which
governance is purely national and regalian. Finally, it is important to mention that cannot be
set aside, a priori, the question of the very sustainability of
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cybersecurity. According to many experts, quantum calculators – the more powerful of which
being very rare, possessed by a few States and only under development – could radically
jeopardize security solutions based on cryptography. The political and economic effects would
be staggering…

3.3.4. Public data governance, limited to Europe
If economic theory can debate the relevance of respect of privacy, insofar as privacylinked data can participate to economic growth or even wellness, through security
(Rochelandet, 2010), respect for privacy is (unevenly) considered, legally and politically, to be a
fundamental element of liberal values. Let us point out that the first argument is often quoted
nowadays, including by legal experts: for more security, citizens should give States access to
their data (Chestermann, 2010).
In this regard, a particular for of governance exists, but appears only in the European
Union, where the advanced state of law, in matters of public liberties protection, makes the
continent a safe haven for personal digital data belonging to EU-citizens. In this case, it is no
exaggeration to speak of data governance. The latter is based on hard law and the institutions
in charge of implementing it. The definition of this « personal data » is very clear in article 2 of
law n°2004-801, from August 6, 2004 (which modifies the famous 1978 “Computers and
Freedom” law): “Is considered personal data any information relative to an identified or
identifiable physical person, in reference to an identification number or one or several
elements specific to him or her”57. It corresponds more or less to what the smallest common
denominator in European texts. The reference legal framework is composed of 4 fundamental
texts : Convention 108 of the Council of Europe, from January 28, 1981 (see above in 3.2.1),
the EU directive 95/46/CE, of October 24th, 1995, “relative to the protection of physical people,
regarding the processing of personal data and the free circulation of this data”, the EC
directive n° 97/66/CE, of December 15th, 1997, “pertaining to the processing of personal data
and protection of privacy in the telecommunications field”, and finally the “Charter of
fundamental rights in the European Union”, of December 7th, 2000. TO this must be added the
ongoing revision of the 1995 directive, which will take the form of a regulation – which is to
say of direct implementation – the outlines of which have been known since 2012, but which is
slow to take a definitive form. We must finally add the judgements of the ECHR and the
decisions of the Court of Justice of the European Union (CJEU). European jurisdictions, but
also EU-members national jurisdictions are
57.
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in charge of implementing these texts. Here is not the place to perform their exegesis, but we
will nonetheless recall the cardinal principles which appeared over the years: the notions of
right to oblivion, lawful and fair data collection, and the right to be unlisted (since the CJEU’s
decision in 2014), completed by other secondary notions, yet not marginal for those in charge
of managing personal data. Many other additional dispositions make for a protective
framework for “personal data”. They are a hamper for the economic players which collect this
data. Governance in the matter isn’t multi-stakeholder: only European and national
jurisdictions are led to implement texts and constrain, upstream and downstream, those who
use this data. Besides the existing jurisdictions, are the quasi-jurisdictions (in the spirit of
reflection on governance). The 1995 EU directive was at the origin of the said of article 29, the
G29 which gathers the regulating authorities of the EU-member States. This entity is advisory
but it plays an important role by the European Commission. We must add that the 2013
Snowden revelations (see below in 4.2.5) considerably increased the sensitivity of public
opinion in the EU to matters of digital privacy protection. Obviously, there was a Snowden
effect at the basis of the CJEU’s October 6, 2015, decision to condemn the 2000 “Safe Harbor”
agreement, due to inadequate protection of European private data exported and used in the
United States. This decision is a major one, in our views, and reinforces the European isolate.
Finally, we will observe that juristic people’s data – and namely companies – do not
benefit the same judicial double protection, national and European, as personal data. For
them, only national right is valid. It is undoubtedly a judicial insecurity factor and, in fine, a
weakness for economic players. We must note that the data landscape could grow richer (and
more complicated) with the appearance of a third data category, beyond public and personal
data, with “general interest data”, in favor of which French minister Axelle Lemaire has been
pleading for a some time58. This dimension should be present the in digital bill which will be
disclosed to the public no sooner than mid-September of 2015.
Data is a major governance stake, the importance of which will only grow larger,
because the digital economy rests mainly on their use, on the one hand, by Internet users are
starting be bear in mind what becomes of digital traces they leave behind them, on the other
hand. The Internet of objects will be in the decade to come the main source of growth for
personal data: we can fear genuine fragility to appear in these elements, components of digital
identity. In this context, the role of regulation authorities will not stop growing, mainly
(exclusively?) in Europe. The battle between GAFAs and regulation authorities has been
waged for several years: Google is at odds with 6 regulation authorities out of 29.
Unsurprisingly, the EU is the continent which creates
58.
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the most difficulty for platforms, and data crystallizes conflicts in large part.
Facing growing data merchandization, theoretical reflections are considering drawing
consequences and granting individuals a right of ownership on their data (as it is for the time
being only one of the individual’s qualities), so as to enable, under certain conditions, to
organize its selling and then the organization of an institutionalized market for this data. This
hypothesis, which can seem shocking at first glance, isn’t senseless as it would enable the
regulation of this new market, to provide it with legal and economic protection and to prevent
from being submitted to a clandestine, yet not illegal, market.
In conclusion of this third part, we must stress that the Internet’s governance is
relatively efficient and strong. Indeed, it works because it is flexible and collaborative. All
stakeholders having almost identical interest in participating, they engage in it and accept to
exchange be it to build the cyber-environment and to operate it, or to defend it when it is at
risk.
The governance over the Internet presents different characteristics, namely in the
semantic layer: it is much weaker and geographically very limited, insofar as it requires a
smaller common denominator on values to be transposed in legal terms.
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4. The strategic horizon: futures with variable geometries

To ISS managers who regularly present catastrophic scenarios for the global network,
cyber analysts oppose rather general and optimistic views on the development of the cyberenvironment. Thus, if we follow Kurbajila, the 5 future great challenges are the network’s
development, the legal aspect, the economic dimension, standardization and infrastructures,
the socio-cultural perspective (i.e. the semantic layer) (Kurbalija, 2013). None of this is false,
but clearly lacks accuracy. According to the French Chiche report, published that same year
(Chiche, 2013), six other challenges would exist: Internet neutrality, protection of personal
data, cyber-attacks and cyber-crime, shared culture between intellectual property and free
and unrestricted circulation of content, the protection of cultural and linguistic diversity and
finally the “environmental” challenge – as an effect of hardware growth. This view seems
more informed than the previous one, but neither global enough or accurate enough. Still in
our socio-technical, we suggest instead – on the basis of what has been analyzed in the first
three parts – distinguishing long-lasting characteristics of the cyber-environment and strategic
stakes, and finally the more random evolutions likely to form the prospective scenarii’s lines of
force.

4. 1. Long-lasting characteristics of the cyber-environment
4.1.1. Continuous development of physical and logic layers.
In the 34 countries in the OECD, the projections of this organization in 2014 estimated
that the number of devices would jump from 1.7 million to 14 million in 2022 59. Other
evaluations indicate that, within 5 years (2020), there will be 25 billion connected objects,
while for others that figure could exceed 200 billion (Babinet-Vassoyan, 2015). Moreover, the
Internet of Everything is no longer a fantasy, but a horizon beyond which the entire material
environment will be connected, furthering connectivity even more. Despite fundamental
interrogations about security, the cloud will surely continue growing, due to the ever-dropping
cost of storage, fallen from $56 per gigabyte in 1998 to $0.05 in 2012, which translates into a
40% drop per year60. We know, moreover, that alongside this hardware development and that
of the logic layer, data will continue growing on three levels: “velocity, volume and variety”.
Data will be more plentiful, more varied and will circulate faster. Because cyber isn’t only a
“dimension”, or a
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« space », but a global environment (see introduction), it will surely continue to grow strongly.
We saw above in 2.1.2, the margins of progression for the global network, which are extremely
large, outside the sole English-speaking sphere. However, no one can make projections as to
the pace at which connectivity will increase. We must take into account that these are
penetration rates measured for basic equipment and calculated for the connectivity of given
geographic areas. At a time of multiplying network-connected terminals, the quality of a
connection space and the intensity of connectivity can grow further, all the more outside the
English-speaking sphere. The cyber-environment’s growth is a long-lasting horizon for decades
to come. Moreover, this continuous growth will occur because all private and public players
(including non-democratic States) have interests, granted initially different but converging
towards the general growth of the network. It appears difficult to deny that the digital
economy is strongly growing and drags along with it the traditional economy in its wake, in the
medium run, while paradoxically contributing to its depletion in the short run. One must
however bear in mind the major nuance that the network could grow on, while pursuing its
balkanization and technically limiting its interoperability.

4.1.2. The persistence of fundamental principles.
The cyber-environment, adorned with the lights of innovation and of the future, is
nonetheless –already- also an inheritance. It cannot be radically re-invented in its structures
and its architecture. This is particularly true in its socio-political architecture: neither the
characteristics of multi-stakeholder governance, nor the Internet’s fundamental principles (see
above in 1.1 and 1.2) seem likely to be profoundly modified. Governance will remain what it
has been since its origins: derived from the American model, which associates public and
private interests and structures. We must add that, in this, it is emblematic of the evolution of
“governance” in the international system, on many other subjects. This doesn’t mean,
however, that other challenges won’t appear within the cyber-environment (see below), but
structures will only be marginally modified, which implies – in a strategic perspective – that the
two main player categories, public and private, acknowledge it, incorporate that dimension,
and mutually learn to better interact in this particular environment. The same goes for the
fundamental principles which are genuine socio-technical “values” : it matters little the fact
that they are partially “illusory”, that cyber’s reality regularly drifts away from these ideals -,
one must understand that it is in the name of the four great fundamental principles that cyber
preserves a strong capacity to attract users, that is feeds sales pitches and marketing strategies
constantly for economic players, and finally that international organizations in and around the
cyber sphere continue to promote them.
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4. 2. Strategic challenges of today and tomorrow

4.2.1. The contrasted effects of the « new economy »’s development
The formation of a specific sector – the digital economy – and the digitization of a part
of the economy induce criticism and incomprehension, which brings us back to debates at the
end of the 1980s, marked by the deregulation and expansion or financial markets. A majority
of people then criticized markets and the financial economy in the name of defending the “real
economy”. Today, with the expression of “uberization”, some criticize the destructive effect
on the “real economy”, by the alternative offer of online services. But the digital world can
also be a booster for the real economy. Thus, e-commerce grew considerably between 2007
and 2013, within online purchases for the adult population in the OECD shifting from 31% to
50%. Supporters of “everything digitized” witness (and promote) the gradual replacement of
the real economy by the digital economy. The two co-exist, nowadays, but the digital
economy is undoubtedly destroying, in the short run, jobs in the real economy and re-creates
it under another form in its own sector. Assessments of its effect on the job market remain
weak: according to the OECD, the sector moved from 3.7% of the job market in 1995 to 3.8% in
2012. Some platforms are also criticized for their domination: this is the case for Google,
strongly suspected by the European Commission since 2009 for abusing its dominating position
and directly incriminated for one of its services since April of 2015.
However, according to the OECD, from 2000 to 2012, added value dropped in all
sectors, whereas it grew over 0.5% in the information technologies sector (ICT) which are at
the heart of the digital economy. The ICT sector is way ahead of others in the OECD 61 for R&D
expenditures, and we can talk about a “state of permanent innovation”, to quote Gilles
Babinet’s expression. But, while they invest much in R&D, the GAFA’s dominating platforms
and services register few patents. Facebook publishes it research rather regularly and
transparently. This is the sign of a relationship to innovation rather different from that of the
traditional industry. We must consider, moreover, that their research doesn’t consist only in
developing new applications or services, but also aims at industrial innovations – the purpose
of which being to expand digital service activity. Other traditional players intend to use the
digital dimension to enhance their innovations: thus, Tesla authorizes any owner of an electric
vehicle to connect to the digital platform and use the services free of charge.
The digital sector presents in fact two types of economies which are juxtaposed: that
of “transactions” and that of “sharing” (Dang Nguyen-Dejean

61

. OECD, “The digital economy today”, in : OECD, Measuring the Digital Economy: A New
Perspective, OECD Publishing, Paris, 2014, p. 34.

Cyberdefense and cybersecurity Saint-Cyr, Sogeti, Thales chair

Sébastien-Yves Laurent / Cyber Strategy : Finding a strategic horizon in the cyber-environment

2014), which is to say a commercial sector and a non-commercial sector. The digital
competing economy benefits from powerful network effects, which lead to the growing role –
and the domination – of platforms, which reinforces it oligopolistic structuration. But what
will the digital economy add to the GDP, in OECD economies which seem to have entered a
long-lasting phase of sluggish growth.

4.2.2. The fiscal challenge given to the States
The second cause for concern induced by the digital economy is the fiscal challenge.
This challenge is all the clearer since it appears in a general context of public spending crisis, in
most of the OECD economies, and that the digital economy is destroying jobs in the traditional
economy. Facing this “deadly spiral for the economies of industrialized countries” (CollinColin, 2013), a workgroup on the digital economy from the fiscal affairs committee of the
OECD was created in September of 2013, and tasked with producing a status report in
September of 2014. It was published under the title: Addressing the tax challenges of the
digital economy. It came to a very clear conclusion, the actuality of the “tax base erosion and
the transfer of benefits” (BEPS) towards countries which are more attractive, fiscally speaking,
thanks to decoupling of the place of consumption and the country of (fiscal) establishment.
We will quote a passage from the report, albeit a little long, but perfectly clear on the
phenomenon’s reality: « *…+ the importance of intangibles in the context of the digital
economy, combined with the mobility of intangibles for tax purposes under existing tax rules,
generates substantial BEPS opportunities in the area of direct taxes. Further, the ability to
centralize an infrastructure at a distance from a market jurisdiction, and conduct substantial
sales of goods and services into that market from a remote location, combined with increasing
ability to conduct substantial activity with minimal use of personnel, generates potential
opportunities to achieve BEPS by fragmenting physical operations to avoid taxation62.” This
work converged plenty with the report filed at the beginning of 2013 by two high-ranking
officials on the digital economy’s taxation (Collin-Colin, 2013). Both reports, French and OECD,
observed the weakness of national and international fiscal laws, facing capital mobility, namely
in the digital sector. Since 2013-2014, we have been witnessing a genuine sacred union
amongst States to avoid increased depletion of their tax income, estimated between 4 and
10% of the income from corporate tax in the world. They implemented an action plan, carried
out within the frame of the G20 and the OECD, and to which countries foreign to those two
structures took part,
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a sign of general State preoccupation facing this challenge. About sixty countries participated
to BEPS works, which amounts to 25 more than the OECD counts. Thus appeared a common
will to avoid fiscal dumping from digital companies by reinforcing cooperation and information
sharing, but most of all by altering the fundamental design of fiscal law which is not adapted to
the digital economy, and in particular a business model where the added value comes from
user data. In any case, it is certain that digital companies, wherever they may be in the OECD,
are headed towards increased taxation. In October of 2015, the OECD disclosed to the public
the 15 action plans which will be submitted to the G20 for probable adoption in November.
This new taxation could use two channels: modifying the territorial basis for taxation of a
company and by creating a tax on data, which is to say on users, as they are the value creation
source (Colin-Verdier, 2013). Even if it may seem strange, a priori, it is highly likely that OECD
countries also make way towards that second solution. Large digital companies had probably
not expected this regalian response, at least not so swiftly.
4.2.3. The new reign of data : personal data, big data, smart data
We observe nowadays in the cyber-environment that « data » formed by the users
represents a larger volume than “documents”, whatever its form (text, sound, fixed image,
mobile image…etc). The data surge phenomenon is all the more remarkable because it is
recent: the tilting started with the 2010 decade. This upsurge is largely due to the Web 2.0’s
development and the expansion of social networks. It is steepened today by the Internet of
Objects and will be so tomorrow by the Internet of Everything. User behavior is strongly
backed by the digital economy, which also took a dramatic turn with 2.0. As Colin and Verdier
accurately popularized, the digital economy is based on the profit made from users, on the
contribution of “multitudes” (Colin-Verdier, 2013), whose behavior translated into data are
source of value creation. Thus, with no data, there is no profitable economy in cyberspace.
Data makes for the main financing source in the digital economy, through their exploitation for
prediction purposes or sold for publicity/marketing/geo-locating service purposes. According
to the expression, the « *…+ users benefiting from a service provided become thus quasicollaborators, unpaid by the companies” (Collin-Colin, 2013). The reign of data therefore leads
directly to the reign of algorithms, which transforms raw data into smart data. The
intelligence, or at least the utility, is not in the data but in the system which reveals
correlations and tendencies, in view of predictions and recommendations.
These
mathematical tools, opens the way to calculations used to assess anything from consumer
behavior, to a security threat (the British police

Cyberdefense and cybersecurity Saint-Cyr, Sogeti, Thales chair

Sébastien-Yves Laurent / Cyber Strategy : Finding a strategic horizon in the cyber-environment

now uses the term of Social Media intelligence –« Socmint »63). The entire digital sector
depends completely (though unevenly) on data. Yet, their uses, but also their ownership are
the object of intense legal and economic debate (see above in 3.3.4 and below in 4.2.4) which
will only grow ampler.
4.2.4. Jeopardy of intellectual property due to sharing and free access
Free access given from the start to the appearing Internet of the 90s accustomed users
to consider that all contents were free. Services and goods made now chargeable therefore
face a double risk, today: that of disaffection, which is the case for a large part of the daily
press which engaged, reluctantly, into free online press; or of piracy, which has become quite
common for leisure and cultural contents (music, movies, for instance). Against this, the
constant reinforcement technical protections cannot suffice, because users can unite their
skills to break them and make them available on download and sharing or streaming sites. We
must add to this the importance of the collaborative and sharing culture, as is indicated by the
success of peer-to-peer sites, which turns cyberspace de facto into a hostile environment for
inventors and creators. however, whether they engage into the real economy or in the digital
one, they cannot avoid cyber if they wish to be known and sell their products and their works.
While national courts attempt to apply property law within the digital environment, it remains
that the ubiquitous nature of the contents, that are streams, and the absence of international
court undermines the respect for property within cyberspace.
Besides the courts, the World Intellectual Property Organization (WIPO) is the
structure which enables debates pertaining to intellectual property and registers declarations
from companies, such as patents (industrial property) and artistic creations (literary and
artistic property). WIPO stands above national and regional organizations (such as, for
instance, the European Patent Office) which serve the same purpose, in a subsidiary position.
Copyright is the object of two sets of international treaties, the implementation of which the
WIPO is in charge of. The latter administers the World Intellectual Property Organization
Copyright Treaty (WIPO Copyright Treaty or WCT), signed in 1996, implemented in 2002, and
which listed 93 signing parties in 201564. The organization is also in charge of implementing the
WIPO Performances and Phonograms Treaty (WPPT), signed in 1996.
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implemented in 2002, and which also listed 93 signing parties in 2015 65. If the main
characteristics of intellectual property, defined in the Bern convention (1886) have been
respected and updated, in this time of strong digital growth, the direct application of main
principles did pose some immediate problems, namely in common law countries. Thus,
Napster was sanctioned by a Californian court in 2001, for copyright infringement. In a close
order of thought and for the same reasons, the MegaUpload website was closed by federal
court decision in 2012. Finally, we must point out that some digital economic players
themselves show mitigated respect for author’s rights: this is the case of Google, which
digitized hundreds of thousands of books kept in public libraries, within its Google Books
project, in 2004, without every paying a cent of royalties to editors. Several trials terminated
this practice, and agreements were signed with editors in the United States and France.
Despite P2P websites being sentenced, States find it very difficult to have regulations adopted
which enable reinforcing the defense of copyright in cyberspace. France went the furthest with
a 2009-oted law creating HADOPI (High authority for the distribution of works and copyright
protection on the Internet). The creation of this institution which aimed at fighting P2P sites
which didn’t respect the principle of copyright was the object of ample debate in the media
and in Parliament. To this day, the institution remains very contested. In the United States,
the registration in Congress of the Stop Online Piracy Act (SOPA-PIPA) project pursued goals
similar to the tasks Hadopi is entrusted with, while adding objectives of counterfeiting
deterrence. The debate which ensued66 was far hotter than that in France, as a coalition of
Internet majors (GAFAs included), the English section of Wikipedia, freedom of speech
libertarians67 as well as ultra-liberals managed to stymie the legislative process in January of
2012.
The sale of online cultural products isn’t however a failure, as we can observe from the
success of Apple’s Itunes and the sales of electronic books on Amazon, etc… and various videoon-demand services (VOD), but the principal state-of-mind of users is to access, permanently
and free of charge, an ever-growing offer which, in fact, jeopardizes payment of royalties to
authors for a specific work. Fundamentally, effects of culture have led cyberspace to become
an environment which, de facto, privileged use over ownership. In this state of mind, very
early, as early as the beginning of the 2000s, new legal solutions appeared, so as to find a
balance point between property law and the viral character and the use of informational and
cultural goods and services. Thus, in France, between 2001 and 2004, the “global license” was
designed, aiming at granting access to a package of goods and services in exchange for the
payment of a fixed fee. The
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project favored web users over authors, but de facto acknowledged a certain form of property.
The idea however failed to pass the vote of Parliament. In 2001, the American law expert
Lawrence Lessig suggested the creation of the “creative commons” license which was met with
a certain success in the digital sphere. This disposition, favorable to users, eases the
circulation of works, namely university works, but is vastly underused for the defense of
cultural works, fiercely defended by production companies, editors… We observe, moreover,
that there is no legal engineering which isn’t more favorable to users than to creators.

4.2.5. Cyber State surveillance: a trustless environment ?
Edward Snowden’s declarations and the documents he published, starting June 6,
2013, opened a new era in the cyber-environment. Since then, no one can ignore how intense
cyber surveillance is in the English-Speaking sphere. Granted, over 10 years ago, Parliament
disclosed the Echelon report, which concluded similarly, but it was published at the beginning
of …. September 2001, and had therefore gone unnoticed in the wake of the attacks in the
United States (Laurent, 2014). Moreover, in Snowden’s case, the conclusions do not hinge on
an external (European) investigation, but on official and classified American documents which
even indicate that surveillance occurs on a global scale. There is a Snowden effect, because it
deeply jeopardizes the trust in the Internet’s ability to ensure confidential exchanges and
communications. De facto, it weakened the American position when they defended a “free
and open” Internet and multi-stakeholder governance, but also GAFA’s, which were suspected
of more or less direct collaboration to the surveillance systems. In fact, platforms immediately
sensed the risk to their credibility, and put an adapted communication into place. The day
after the first article on Snowden, Mark Zuckerberg published on his page, on June 7th, 2013, a
statement firmly condemning the NSA’s practices, reaffirming Facebook’s total independence:
« We will continue fighting aggressively to keep your information safe and secure. We strongly
encourage all governments to be much more transparent about all programs aimed at keeping
the public safe and free society we all want over the long term ». Four months later, Facebook
published its first “International report on government demands”, which covered the first half
of 2013, and indicated for each country the number of official requests, targeted accounts and
percentage of replies. Moreover, on December 9, 2013, eight Internet companies including
Google, Apple and Facebook addressed an open letter to Barack Obama, against surveillance,
and announcing the launching of the “Reform Government Surveillance” initiative68. Whatever
came of that, the United States came out very weakened. Most of the liberal countries’
national parliaments and
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several European authorities launched Parliamentary investigations at this surveillance.
Snowden’s “revelations” effects were to dissipate the illusion of confidentiality in the cyberenvironment on the one hand, and the strengthening of … pro-privacy and exchange-securing
cybersecurity commercial offers (anonymous navigation, anonymization techniques…), on the
other hand. Since the summer of 2013, the science of secrecy, named cryptography, has
received for the first time ever vast public promotion. But it is now clear that the “free and
open” Internet isn’t so only for users.
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4. 3. Sketching evolution scenarii

Within the cyber-environment, each type of player undergoes its own specific
constraints and has its own specific leeway. There is, therefore, a general environment, but
with a different declination according to the player: the States’ cyber, that of juristic people
and that of physical people are different. We will not depart from the “comprehensive
analysis” approach, which we have kept since the beginning of this study, but we will preserve
in our ending a perspective which privileges the situation of State and non-State players, so as
to ensure that the strategic perspective of this study makes further sense.
At the threshold of this part, it seems important to us to point out the limits of
foresight and that many high-level forward-looking exercises, carried out by first-tier
institutions, have been seriously blind as to even structuring evolutions. We will illustrate with
the example of the OECD publishing in 2003, when the Internet was already greatly expanding,
of the bulky report on “Emerging risks of the 21st century. Towards an action plan, centered
on mega-risks”. The OECD’s work was initially centered on 5 risk categories: natural disasters,
technological accidents, infectious disease, terrorism and food security, while setting a precise
frame: the search for systemic risk within these 5 categories. What is striking is not only the
total underestimation of the digital/cyber risk, but even of the cyber-environment’s mere
dimension. This OECD evaluation walked completely past cyber. We will point out that risk
evaluation structures are not configured to understand the cyber-environment and its
transversal character even less (see the definitions set in the introduction).

4.3.1. Probable structuring evolutions

Given the above-stated elements, we can, in 2015, consider the existence of 10
invariants which will be structuring frames for the cyber-environment’s evolution:

(1) Firstly, the constant drop in the cost of technology will ensure the development of
cyber’s physical layer be it in the fundamental infrastructures (optic fiber, satellites, routers,
data centers), which all encompass mastered technologies, but also in its relay components
(multiplication of terminals and device types, connected objects). Numerous uncertainties
regarding the legal frame of the copious data produced by these new types of objects
shouldn’t much impede their development, insofar as the legal stake has always been
addressed after the development of (digital) technologies.

Cyberdefense and cybersecurity Saint-Cyr, Sogeti, Thales chair

Sébastien-Yves Laurent / Cyber Strategy : Finding a strategic horizon in the cyber-environment

(2) While it is impossible to determine the evolution pace and the part of added value,
the new economy is bound to develop and continue disrupting the economy in its whole, both
because it weakens it in the short run and because it opens new possibilities (e-commerce
development for traditional products, production adjustment to demand…). The fact that a
large part of this economy is based on the illusion of free service supplies it wih numerous
users/consumers. From a global point of view, nothing points to the jeopardy of the
oligopolistic structure of the digital economy insofar as it rest on the principle of platforms,
which are varied data aggregators, and enable a service and goods offer, which are just as
varied. New players will appear with better-quality offers, with lower prices, and will be
alternative platforms and social networks, which may be even more ambitious but will
reinforce the structure’s shape, based mostly on user data. The “digital platform” type directly
favors the development of such a structuration, which dominates the digital economy.
(3) The economy which was born around digital technologies values the reign of data.
The term is chosen intentionally, but speaking of data imperium may be more accurate still.
The quasi-global characteristics of this economy, under current globalization (we
will see that the balkanization tackled in (5) will bring us to nuance the idea of cyber’s
globalization), supported by data, shifts the areas of competition. What is now discriminating
isn’t only the ICT but data analysis and algorithmic mathematics. On a semi-technical, semieconomic level, the great confrontations will occur around the capacity to grab large volumes
of data, increase their reliability, complete missing series…etc. The fact that OECD economies
should, on the medium run, achieve the fiscal challenge by creating a tax on user data, will
bring the digital companies’ profitability to shift even further towards intensive and extensive
user data. Data carry their exploitation rationale within themselves.

(4) Digitization of economies, at a pace which no one can assess, is a powerful
depletion factor to one of the essential characteristics of capitalism, property. True, this is
intellectual property, and not material property, but it is nonetheless the vector of a deep
regulation modification, within what we might call digital capitalism. Use now prevails on
ownership and we are headed towards intellectual property laws, some outlines of which are
already drafted.
(5) The united Internet is dead … if it ever lived… The cyber-environment is growing
and will continue to grow, in non-English-speaking areas which intent to resist the Englishspeaking sphere, both on the cultural level and on
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The political and economic level. Balkanization is under way and the world is headed for a
cyber-environment built on a few large and juxtaposed regional blocks, resting on political
and cultural large blocks, with limited inter-operability.
(6) The Western world maintains very dominating positions, in many governance
bodies, including technical bodies. Moreover, the United States keep the strongest position
and they have no reason to give up on their situation, namely in the “Cyber sphere Core” (CC),
nor to reconsider their strategy to promote multi-stakeholderism, instead of a State-centered
vision.
(7) Polycentric governance which prevents States from positioning into domination
will remain a structuring principle. Large multi-lateral organizations, starting with the UN,
have approved this principle, upon engaging into the cyber sphere in the 2000 decade.
(8) Nonetheless, the cyber sphere is not a monolithic space and we will continue to
witness the reinforcement of polarities with an increasingly important role of platforms and
States at the expense of technical organizations in the CC. From now on, States and a few
large businesses will impose themselves: the discriminating factor will be the capacity to
collect and process data.
(9) « Unease in the cyber-environment», is a way to define the situation, such as we
have known it since the revelation of the surveillance’s amplitude. If, in the West, it is mostly
carried out for economic purposes – through the exploitation of data (see 3)-, it is carried out
in the East for more traditionally political reasons. The result of surveillance is the depletion
of trust amongst some web users and especially amongst large large digital players, as we can
see from their public declarations and their reinforced encrypting policy. If we have observed
no effects on web user behavior, given the large digital traces they leave behind them, it does
nonetheless dissipate the libertarian latent dream in the Internet’s fundamental principles,
and weakens the majors’ public discourse.
(10) While not anomic, the cyber-environment will remain mainly regulated by soft
law. Hard law applicable to cyber will remain partial and, especially, geographically very
limited. In this setting, cyberspace law is an illusion.
Spreadsheet 6: Synthesis: the 10 invariants of the cyber-environment
1.
2.
3.
4.

Development of the physical layer
Oligopolistic structure of the new economy
Data imperium
Property weakening

Cyberdefense and cybersecurity Saint-Cyr, Sogeti, Thales chair

Sébastien-Yves Laurent / Cyber Strategy : Finding a strategic horizon in the cyber-environment

5.
6.
7.
8.
9.
10.

Network juxtaposition and balkanization
United States domination
Polycentric governance
Growing importance of States and platforms
Trust-depleting surveillance
Strong soft law, weak hard law

4.3.2. … and the persistence of multiple uncertainties

The task of horizon scanning which we have taken on in this study must also take into
account five powerful uncertainty factors, which must be fed into the elaboration of the
scenarii:
(a) The level of conflictuality and more generally what we have called here cyber-aggressions
is largely unknown. It is on the rise, as it grows along with the network but it is very difficult to
imagine its future evolution. The difficulty to attribute the attacks (or even to ascertain them
dor a certain time) and the geographically very limited range of the Budapest convention
reduce the repression possibilities.
(b) The state of the respect for Net Neutrality (NN) by operators which master the network’s
flows is also an unknown dimension. Some tensions and crises on the network enable
observers to see momentary breaches in NN, but it is very difficult to know more. Political
guarantees in favor of NN are granted in the Western sphere but that says nothing about their
effectiveness and the state of flow discrimination. We know, moreover, that some player who
wish to differentiate their services to clients are hostile to NN. The increase in video flows and
the refusal from infrastructure owners to finance their development alone to support the
growing demand for bandwidth leads to pessimism regarding NN.
(c) Data status will be absolutely crucial in the future, but it is today in the shape of a large
question mark, be it regarding its protection by hard law or its ownership. ON the former
point, we can draw a certain geography (see above in 3.2.1), but it is likely to evolve. As for
the latter point, it is as blurry as crucial because platform appropriation cannot be questioned,
lest massive and immediate damage be dealt to the digital economy’s profitability.
(d) cybersecurity has become a mantra, with strong hypnotic powers, but we have in fact no
idea of how long security solutions can last. Of course, like any security measure, they must
adapt
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constantly to insecurity breaches to which they are designed to respond, but the question of
their medium-run viability is clearly posed, or rather should be openly asked, and
incorporated to ISO standards, for instance. Converging and public pressure in 2014-2015
(expression of the « Snowden effect ») of powerful States against the majors, which claim to
reinforce their encryption means, doesn’t seem to reduce the uncertainty.
(e) Finally, there is very big uncertainty regarding the evolution of the European isolate. As
we saw throughout this study, the cyber-environment in the European Union distinguishes
itself from all other countries, United States included. As we saw throughout this study, it is in
the EU that digital hard law has the strongest hold, that platform activity is the most
constrained, while it remains a strong concentration area for economic cyber-attacks. But it is
also a politically and economically stable continent which strongly contributes, with its halfbillion consumers, to the development of majors and the global digital economy.
Spreadsheet 7: Synthesis: The cyber-environment’s 5 uncertainties
1.
2.
3.
4.
5.

Conflictuality levels
Net Neutrality effectiveness
Data protection and ownership
Cybersecurity life expectancy
European isolate

From the fifteen items in spreadsheets 6 and 7, we can produce a great variety of
evolutions and scenarii. However, we will only retain 3 prospects, here, by putting forward
those which seem to us the most probable in the medium term, i.e. 5 to 10 years. They are
listed below, in no order of importance.

4.3.3. Scenario A: reinforcement of the European isolate in the world

The first occurrence is characterized by invariant continuity and by the fact that
uncertainties are still not cleared: cyber-aggressions remain at current levels, calling for
permanent use of cybersecurity, but do not hinder the new economy, and without inter-State
cyber-conflicts gaining such amplitude that they would jeopardize it. From a technical point of
view, cybersecurity isn’t called into question: security solutions attempt to adapt to new forms
of cyber-aggressions, though always with a time lag. NN remains the technical principle in in
dominating reference for flows, even if it isn’t always respected, such cases being rare. The
cyber-environment keeps its currents traits, which we have just listed and which are
maintained. The slow ongoing balkanization continues to roll out and the European isolate
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deepens: more and more protective of data, it is an ever-more constraining geographic and
legal for platforms which, when sentenced to fines, see their profitability shrink.
4.3.4. Scenario B: generalization of digital insecurity

It is not unlikely to think about an acceleration of the rhythms with a strong extension
of the cyber-attacks with economic significance, the latter including frauds and data theft up
to espionage of State origin. This presumes soft law persistence by the States’ refusal to go
down the hard law’s binding way. The legal frame is frozen, de facto transforming the cyberenvironment into a form of far west behind the reassuring facades of multiple governances.
The relative aspect of cyber-security does not prevent this field from prospering within the
new economy. At this time of development of the Internet of objects and of the progress in
the generalization of connections, data predation opens new tort and criminal fields which are
in digital format but with anthropogenic application. The point of this scenario is to show that
some States and criminal digital manufactures can have a common interest in the anomic
aspect of the cyber-environment. In this context, the neutrality of the net is only superficial, a
founding principle of which we are often reminded though it does not reflect reality any more.
To the balkanization mentioned above, must be added a new balkanization, technical this
time, which leads the service providers to favor legal entities rather than individual users. The
EU remains a normative isolate without managing to control the technical and legal extension
of cyber-attacks.

4.3.5. Scenario C: partial victory of the majors

One can furthermore think about the persistency of a cyber-attack level of medium
intensity, either because the criminal structures don’t have the means to cross an additional
threshold, or because the potential targets are taking precautionary and digital hygiene
measures which keep them away from the most common intrusions. Only APT remain which
mobilize very powerful criminal means. In this relatively peaceful atmosphere where the new
economy focuses more and more value creation and the results of innovation, the digital
majors who have minimized their rivalries in order to stand united in lobbying, are reaping the
benefits of their strong presence and their investment in the multi-stakeholder governance, as
well as the results of their regular interaction with the States. They have managed to obtain
support for several new principles which redesign the cyber-environment: on one hand, they
have succeeded in acknowledging the primacy in hard law for the digital propriety use;
furthermore, they have managed to make share property of personal data objectified; lastly,
the data of legal entities have priority over that of the internet users, which enables the access
providers to impose new rates: NN is defeated.
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but Europe resisted these developments and the majors were only able to get support for
these innovations in Latin America and Africa. The strategic pivot to Asia started in 2009 is
ongoing and the United-States which are backing up the majors are trying to obtain the
cooperation of Pacific Asia where they have strong allies (Australia, Japan, the Philippines,
Vietnam). They are encountering resistance from China who wants to make their point of view
prevail. Another – digital –battle is starting there.
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* Conclusion?

Cyber-optimism or cyber-pessimism? That is not the question. Before anything else, a realistic
assessment of the cyber-environment is necessary and that is what we have tried to do in this
study Cyber Strategy: Finding a strategic horizon in the cyber-environment. In order to
understand it, one needs an outlook which would not focus on immediacy, thus a dual track
approach: recent past and future outlooks. Only by paying attention to this recent past which
is building the present can we measure the structural features which will regulate further
developments.

* It is however important to recall a certain number of the fundamental features of
Cyber-security.
- (1) Faced with the extensive aspect of the network, it is obvious that the principle of savings
encourages the focusing of attention on the points which are especially exposed such as the
critical nodes (inter-connections, data centers, backup networks...)
- (2) Faced with an Internet which “was not designed to be secured” as Bernard Barbier
declared in 2010, it is important from now on to do “security by design” in hardware as well as
in the software layer. The security concern should exist from the conception stage.
* For the State and non-State players, implementing a cyber-strategy entails
understanding:
- (1) the transversality of the environment as the cyber aspect connects everything and not
limit it to its more visible dimension, which is the informational aspect;
- (2) the features and springs of the multi-stakeholder governance where State and private
players must take into account their own features and specific constraints;
- (3) the ideology at work, for we have seen the dormant influence of the core principles
which while mostly ideal are still used to mobilize the different players;
- (4) the socio-political component of the environment with major outcomes, be it on the
technological level or on the economic level.
In fact, there is no autonomy of cyber compared to the other strategic aspects. The
cyber-environment is now a part of a global strategy approach. The economic and State
players are confronting each other in the cyber-environment within the framework of their
general power balance. This specific environment has become a prime area: it is particularly
attractive because it makes it possible to create damage and injury discretely without the
possibility of attribution. From this point of view, one can consider that the cyberenvironment now is the major field of proxy war. The in-attribution fosters indirect strategies
for all the players who have a certain (low) technological performance level. The development
of the cyber-environment is in a certain way a power equalizer.
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