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“Cyber” is a word on the lips of many strategists because everyone can see that our world is more and
more dependent on, not only information and communication technologies, but their interconnectedness.
It seems logical, therefore, to consider the consequences of this new environment in the conduct of war,
which is considered both an art and a science. NATO is not the only organization to bring up these
questions, as seen in the new Strategic Concept, which it adopted on November 2010 at the Lisbon
Summit. One of its key messages was the importance of the fight against these new threats and the new
environment. Thus, the cyber domain was regularly cited within this new plan. It seems to be the
opportune time to take stock of the system in place and to evaluate its relevance and scope.

1 –NATO’s interest in the cyber environment since the 2000s
The Alliance Strategic Concept prior to 1999, did not mention cyberspace or information systems security
anywhere. The first appearance of those ideas in a major document is found in a statement given by
Alliance leaders after the Prague Summit in 2002, where they announced their decision to "strengthen
[their] defense capabilities against cyberattacks."2 This was following the first cyberattacks by Serbian
activists at the time of the Kosovo conflict. "The NATO public affairs website for the war in Kosovo,
where the Alliance sought to portray its side of the conflict via briefings and news updates, was ‘virtually
inoperable for several days’ thanks to DDoS3 attacks. A concurrent flood of email also choked NATO’s
email server."4 Accordingly, the program NCIRC (NATO Computer Incident Response Capability) was
established in Brussels and Mons.5 Although the computer attack itself had no operational impact (as it
was a "basic" website) it was unacceptable the organization was handicapped in its communications
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capacity. The NCIRC was thus tasked with the protection of NATO's information and communication
systems. “It has a key role in responding to any cyber aggression against the Alliance. It provides a means
for handling and reporting incidents and disseminating important incident-related information to security
management and users.”6 “Furthermore, it centralizes and coordinates the handling of incidents to a single
place, thereby eliminating the duplication of tasks.”7
The press release of the Istanbul Summit in 2004 did not cover these issues, but the one of Riga in 2006
was longer and more detailed because the Allies affirmed their intentions to "work to develop a NATO
Network Enabled Capability to share information, data and intelligence reliably, securely and without
delay in Alliance operations, while improving protection of [their] key information systems against cyber
attack."8 In fact, it was the attack against Estonia in 2007 that got the attention of leaders, especially
because the Baltic republic had become a full ally at the time. Up until then, NATO had mainly focused
on protecting itself as an organization, and not helping allies when they were the object of such
aggressions. Thus, the change was to move from very classic issues about security of information systems
(adapted to a military and ally context) to a more global vision of “cyberdefense.” The question is that of
military and violence issues, and if such practices are considered an aggression under international law
and the UN Conventions.
Following the Estonia experience, defense ministers gathered in Noordwijk in October 2007 and favored
the adoption of a "NATO policy on cyberdefense"9 (classified), which was approved a few months later in
April 2008 at the Bucharest Summit.10
In a statement at the Bucharest Summit in 2008, leaders showed more formal interest in the issue since
the concept of a cyberthreat is the subject of a separate article where the prefix "cyber" is used five times:
"NATO remains committed to strengthening key Alliance information systems against cyber attacks. We
have recently adopted a Policy on Cyber Defence, and are developing the structures and authorities to
carry it out. Our Policy on Cyber Defence emphasises the need for NATO and nations to protect key
information systems in accordance with their respective responsibilities; share best practices; and provide
a capability to assist Allied nations, upon request, to counter a cyber attack. We look forward to
continuing the development of NATO’s cyber defence capabilities and strengthening the linkages
between NATO and national authorities."11
Similarly, NATO announced the establishment of the Cyber Defense Management Authority (CDMA).12
"[T]he Authority serves as a central command for the technical, political, and information-sharing efforts
of Alliance members, as well as directing and managing existing NATO cyber defence entities. On
request, the CDMA is also prepared and able to co-ordinate or provide assistance in a concerted effort if
an Ally or Allies fall victim to a cyber attack of national or Allied significance."13 Sometimes forgotten,
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the Office of C3 (C3B) of the former agency NC3A (NATO Consultation, Command and Control
Agency)14 also provides technical expertise in the areas of information technology and communication
and has experienced an increase in the volume its activities related to security.”15
The Strasbourg-Kehl Summit goes even farther into detail, as the prefix “cyber” is used eight times in the
final declaration.16 Everyone recognized that during the conflict in Georgia, in the summer of 2008,
attacks were launched against Tbilisi. Though Georgia was a partner that had less capacity in terms of
information systems, unlike Estonia, it was clear that the attacks were important because they supported
classical conflict.17
Confrontation, for hacktivists communities, has been for some years a quasi-conventional means of
expressing grievances, especially in zones of tension or conflict. In this way, the cyberattacks in Georgia
were not game-changing because the “target,” the Georgian internet and networks, were not crucial
strategic targets. However, the Georgia case seems to highlight preparation capabilities and the
interrelationship with military actions. Despite the lack of proof, common in cyberattack cases, it
nevertheless seems that these well-organized groups push one to deeply analyze these types of events and
to develop responses and reactions. Thus, the Alliance announced the creation of rapid reaction teams that
could be made available to Member States in case of attack. A request sent by non-member states must be
approved by the North Atlantic Council.

2 -The Lisbon Summit and cyberspace
In 2010, the guidelines were confirmed. First, the Allied Command Transformation drew from subjects
covered in the "Multiple Futures Project" (April 2009) to help prepare the drafting of the new Strategic
Concept. It recommended writing a strategic concept for cyberdefense, which includes improving the
technical capacity to detect, identify, and track cyberattacks and engage attackers, thereby developing
cyber-offensive capabilities. Also in preparation for the concept, a high-level conference was held in
Tallinn in June of 2009. Lastly, an expert group led by Madame Albright issued a preliminary report on
the concept that called for protection against non-conventional threats.18
The Strategic Concept illustrates the importance given to the field at the time, elevating it to a top
Alliance priority, and to which two articles are dedicated.19 This innovation is brought about by "using
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the NATO planning process to enhance and coordinate national cyber-defence capabilities,"20 which
suggests that cyberdefense is included in the planning of defense and possibly in defense plans.21 This
vision is altogether logical since "cyberdefense" includes safeguards and information system security, and
is a long-term and complex approach; however, it is not a part of, at first sight, a military vision. It also
covers operational aspects, like responses to cyber-crises that NATO could face as an organization. It
notes that it is therefore necessary to develop capabilities, plans and response scenarios. Finally, it
includes a more military component relating to NATO missions that could be described as a reaction to
cyberattacks on a Member State that is the victim of an aggression.
More concretely, leaders issued a statement22 at the end of the Summit that sets out the short-term
objectives for accelerating the development of the NCIRC, establishing a centralized cyber-protection
system, and renewing cyberdefense policy.
The Chicago Summit confirms that the cyber domain is receiving attention. Thus, Article 49 of the
Declaration Issued by the Heads of State and Governments, published May 20, 2012, stated: “Cyber
attacks continue to increase significantly in number and evolve in sophistication and complexity. We
reaffirm the cyber defence commitments made at the Lisbon Summit. Following Lisbon, last year we
adopted a Cyber Defence Concept, Policy, and Action Plan, which are now being implemented. Building
on NATO’s existing capabilities, the critical elements of the NATO Computer Incident Response
Capability (NCIRC) Full Operational Capability (FOC), including protection of most sites and users, will
be in place by the end of 2012. We have committed to provide the resources and complete the necessary
reforms to bring all NATO bodies under centralised cyber protection, to ensure that enhanced cyber
defence capabilities protect our collective investment in NATO. We will further integrate cyber defence
measures into Alliance structures and procedures and, as individual nations, we remain committed to
identifying and delivering national cyber defence capabilities that strengthen Alliance collaboration and
interoperability, including through NATO defence planning processes. We will develop further our
ability to prevent, detect, defend against, and recover from cyber attacks. To address the cyber security
threats and to improve our common security, we are committed to engage with relevant partner nations on
a case-by-case basis and with international organisations, inter alia the EU, as agreed, the Council of
Europe, the UN and the OSCE, in order to increase concrete cooperation. We will also take full
advantage of the expertise offered by the Cooperative Cyber Defence Centre of Excellence in Estonia.”23
Other actions demonstrated Ally interest in the cyber domain. In August of 2010, NATO’s International
Secretariat in Brussels created the new "Emerging Security Challenges Division,"24 which notably
includes an office dedicated to cyberconflict. Finally, on March 10th, 2011, NATO Defence Ministers
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approved a new concept paper on cyberdefense.25 They approved a new NATO cyberdefense policy26 and
an action plan at a meeting in June of 2011 (the action plan was approved by the Ministers in October of
2011). As the NATO website explains,27 “ …[the new] policy offers a coordinated approach to cyber
defence across the Alliance with a focus on preventing cyber attacks and building resilience. All NATO
structures will be brought under centralised protection, and new cyber defence requirements will be
applied. The policy clarifies political and operational mechanisms of NATO’s response to cyber attacks,
and integrates cyber defence into NATO’s Defence Planning Process…It also sets out the framework for
how NATO will assist Allies, upon request, in their own cyber defence efforts, with the aim to optimise
information sharing and situational awareness, collaboration and secure interoperability based on NATO
agreed standards. Finally, the policy sets the principles on NATO’s cyber defence cooperation with
partner countries, international organisations, the private sector and academia.”28 Also, “in February 2012,
a contract worth €58 million euros was awarded for the upgrade of the NATO Computer Incident
Response Capacity (NCIRC), which was to achieve full operational capability by the end of 2012. A
cybernetic monitoring cell, which will have the role of strengthening intelligence sharing and knowledge
of the situation, is also about to be established.”29
At the same time, in the new conceptual project, the "Global Commons"30 ACT enumerates four spaces
that deserve future action from the Alliance: the sea, air, space and cyberspace. The Supreme Allied
Commander Transformation (SACT) explains: "First and foremost, we do not presume that the "Global
Commons" are the places where conflicts will necessarily take place in the future. But these are areas
where any infringement of free access to them has a considerable impact, not only on the possibility of
implementing practices of the military but also of our societies, their security and global economic
prosperity. [T]oday, these spaces are increasingly vulnerable. No nation is able to respond alone to these
threats. This study aims to help us better understand future challenges. It works to bring about, in time, a
more in-depth discussion surrounding ideas like employment, doctrines and capabilities."31

3 Alliance action
The Alliance actions today are organized into four categories: coordination (CDMA), aid to allies (rapid
reaction teams), research and training, and cooperation with partners.
Coordination
The North Atlantic Council supervises cyberdense actions on a political level, and it is the primary level
of political decision-making in a cyberdefense crisis. It is assisted by the Defence Policy and Planning
Committee (DPPC). On an operational level, the Cyber Defense Management Board (CDMB), is
responsible for coordinating cyberdefense activities throughout NATO’s civilian and military agencies. It
25
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is placed within the Emerging Security Challenges Division in the international Secretariat. For technical
things, it consults the C3 Board (C3B). The statement of requirements is provided by military authorities
(Chiefs of Staff, SHAPE and SACT) and the NCIA.
The latter, thanks to the NCIRC, provides technical and operational services ensuring cybersecurity of the
organization. "The top level of the NCIRC is the NCIRC Coordination Centre situated in the NATO
Headquarters and is composed of NHQC3S personnel. The NCIRC Coordination Centre is an element of
the Chiefs of Staff responsible for coordinating cyberdefense activities carried out within NATO and with
other countries, with the administrative support of CDMB, planning the annual Cyber Coalition exercise
and for liaising (regarding matters of cyberdefense) with international organizations such as the EU,
OSCE and the UN / ITU. The Cyber Threat Assessment Cell (CTAC) is also located with the NCIRC
Coordination Centre."32
Assisting Allies
Some mechanisms have been developed, per the request of an allied country, so that NATO can send
rapid reaction teams (RRT). As a matter of fact, the allies are responsible for their own safety and the
Alliance is not able to ensure their cyberdefense, in particular the security of their information systems.
However, “NATO…will therefore work with the support of national authorities, to define the principles
and criteria for ensuring a minimum level of cyberdefense at points of interconnection between the
networks of the countries and those of NATO.”33
Research and training
In terms of research, the NCIA manages technical projects. Its contributors offer very interesting34
projects in the field of information system security. In this way, "the Consolidated Information Assurance
Picture (CIAP) aims to address these gaps by investigating how all the information required to perform
cyberdefence may be consolidated in a comprehensive system, based on a common data model using
standards and on a distributed data repository. CIAP also provides various visualization options to
monitor consolidated data, including network and geographical views, in order to improve situational
awareness."35
The DRA (Dynamic Risk Assessment) project, however, is complimentary to CIAP and aims “to
continually perform a risk assessment in order to automatically determine the impact of the security
posture of the system and the network. [This new methodology] uses an automated attack graph
generation tool to determine which vulnerabilities are actually exploitable by an attacker according to the
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system architecture. It then determines the resulting risks on assets, services and missions of the
organization, in order to prioritize issues and to suggest suitable responses [similar to EBIOS].”36
These projects, thus, demonstrate a certain technical dynamism within the organization and a welcome
evolution in the development and acquisition of secure communication and information capabilities as
well as specific capabilities in field of military information security systems. In terms of training, it is the
Cooperative Cyber Defence Centre of Excellence (CCDCOE)37 in Tallinn (Estonia) that is responsible for
the latter.
Though the project dates back to 2004 and was proposed by Estonia to the Alliance (before the events of
2007), the Centre initially reached operational capacity in 2006 and it was officially named the "NATO
Centre of Excellence" in 2008. It has a staff of 30 people, notably composed of specialists from
contributing countries. In fact, the many NATO Centres of Excellence are not fully integrated into the
structure. They are funded by only the participating countries, even if they have Ally approval and they
fulfill shared functions. There are currently eleven countries participating in the Tallinn Centre: Estonia,
Latvia, Lithuania, Germany, Hungary, Italy, Slovakia, Spain, Netherlands, Poland, and the USA. France
and the United Kingdom have announced their participation for the summer 2013.
It organizes its activities around the following four domains: legal and political aspects, concepts and
strategy, tactical environment, and protection of critical information infrastructures. In 2010 and 2011 it
conducted its activities in the following areas: cyberdefense exercises (the "Cyber Coalition" series and
also the "Baltic Cyber Shield" series, which was held in May 2010 and was made in collaboration with
the Swedish, later called “Locked Shields” in April 2013); courses on general legal and political topics;
technical courses (on cybersurveillance solutions, botnet migration, and attack and defense of IT
systems); and conferences (an annual multidisciplinary conference, Cycon, which brings together
professionals and researchers with 300 participants−the next conference will be held in June of 2013 and
will examine the technical, tactical and legal implications of using automatic methods to manage
cyberconflicts).
Eventually, a group of experts produced a manual on international law applicable to cyberconflict,38
which was published in early 2013. The project was directed for three years by Professor Michael Schmitt
from the US Naval War College. It is composed of two parts. The first is regarding cyberspace security in
international law and the second deals with the international law of cybernetic conflict. Thus, the main
objective of the Manual is to interpret international law relating to cyberonflict. These experts were able
to agree on ninety-five laws, accompanied by detailed comments. The experts reached a consensus on the
classification of the use of force, armed aggression, and cyberattacks, which is defined as a cybernetic
operation, offense or defense that can reasonably be expected to cause loss of life, personal injury,
damage or destruction of property. However, they were unable to reach a consensus surrounding the
evaluation of armed aggressions thresholds, the concepts of legitimate defense, organized armed groups
and direct participation in hostilities.39 Thus, the contribution of the Tallinn Centre is not on the technical
areas of cyberconflict, but rather on the legal and political aspects. What are the criteria (theoretical and
practical) for determining if an action falls within the cyber category of conflict?
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Assistance to partners
This last mission did not initially appear in the objectives of the Alliance. It was added after the adoption
of the new NATO policy. This collaboration will be carried out "à la carte." NATO will not hesitate to
call on private and academics partners.

Conclusion
The fact remains that the war in Georgia has in some ways shown that tomorrow’s conflicts will certainly
include "cyber" elements, though their exact form is not yet certain and they could be the source of some
surprise. It is probably the legitimacy of NATO in the management of this part of a conflict that has
engaged the rest of the Alliance on this issue. However, it would not be legitimate to conduct a conflict
reduced to only the cyber environment. First and foremost because it is extremely difficult, in today’s
world, to isolate the cyber domain from one’s environments. In fact, tomorrow’s wars will have cyber
aspects, but they will not be cyberwars.
The Alliance finds itself in an ambiguous place in this area because war is less simple in the 21st century
than it was in 1949, when the Alliance was founded. Essentially, the Alliance is still unsure of its strategic
position. Should it adopt the American model of cyber-deterrence? Could that be adapted into the Atlantic
context? Or should NATO first focus on increasing its capabilities in protection before considering
response options?40
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